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Chapter 1: Introduction to Workshare Protect 

Network 

The following topics are available: 

Ğ Overview of Outbound Content Security Risks 

Ğ Introduction to the Workshare Protect Product Line 

Ğ Workshare Protect Premium 

Ğ Workshare Protect Network Overview 

Ğ Workshare Protect Network Components 

Overview of Outbound Content Security Risks 

Companies, government agencies and other organizations invest huge resources developing security 

policies and procuring protective technologies that point outwards at hackers, spyware, and viruses. 

However, there is another aspect to content security, the inside-out leakage of information. Not only 

do organizations need to worry about the release of valuable intellectual property, but they must 

now also deal with increased regulation and oversight of issues ranging from consumer privacy to 

financial disclosure. 

The inside-out threat poses serious risks that have the capacity to cost companies huge sums in law 

suits, regulatory penalties, lost business, intellectual property infringement as well as unquantifiable 

damage to that most valuable of assets - reputation. The release of hidden information in 

documents by major corporations has led to the release of financial data and company strategy and 

revealed highly classified government information.  

Managing the risks associated with the exchange of business content requires a combination of 

policy and enforcement. All of these inadvertent disclosures of confidential hidden content could 

have been avoided if the documents had been cleaned, based on content security polices, before 

being transmitted outside the company perimeter. Workshare Protect protects organizations from 

unauthorized content disclosure and ensures document integrity. 
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Introduction to the Workshare Protect Product Line 

The Workshare Protect product line includes both client and network-level outbound content 

security and compliance solutions to protect organizations from unauthorized content disclosure and 

ensure document integrity, including protection against loss of confidential information from mobile 

devices such as laptops, removable storage devices (USB key drives and digital cameras), and 

PDAs. Workshare Protect delivers a unique combination of integrated approaches to prevent 

widespread privacy breaches, intellectual property leakage and inadvertent financial disclosures that 

often result from dirty and dangerous content. 

Workshare Protect unifies fragmented approaches to outbound content compliance by converting 

content risk into safe information and containing sensitive information within established perimeters. 

This controls confidential content over electronic channels inside or outside your companyõs 

perimeter. 

The Workshare Protect product line: 

Ğ Enforces content security policies at both the network and client level 

Ğ Provides protection for information workers using laptops, PDAs, and removable devices 

Ğ Provides enterprise-level centralized management, audit and reporting 

Ğ Provides robust content filtering techniques for multiple protocols and content types 

Ğ Provides always-on risk alerts to policy condition violations 

Ğ Utilizes identity-based routing using LDAP integration and auditing to ensure that 

sensitive content is sent and received by only the appropriate parties with the 

appropriate cure 

Ğ Provides robust client and server-side policy actions such as alerting users to visible and 

hidden content violations, cleaning documents of content risk, SMTP blocking, converting 

documents to PDF, encrypting outbound traffic and applying document rights 

The Workshare Protect product line includes the following components:  

Ğ Workshare Protect Premium and Standard versions 

Ğ Workshare Protect Network. 

These components can work independently or together to deliver the right solution, at the right time 

and in the right place without crippling existing business processes. 
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Workshare Protect Premium 

Workshare Protect Premium is the client-level component of the Workshare Protect product line that is 

seamlessly integrated with Microsoft Office and automatically enforces company security policy at end-user 

workstations. Working both online and offline, Workshare Protect Premium can be configured to remove 

content risk, convert content to appropriate formats, and apply content rights. Rather than simply block 

information flow, Workshare Protect Premium warns and educates users in real-time about sensitive 

information and, if authorized, lets users decide how to treat the content. Workshare Protect Premium includes 

the following components: 

Ğ Email remediation with block, alert, LightSpeed Clean, PDF and ZIP capabilities 

Ğ Active content channel remediation for in-use Microsoft Office documents 

Ğ Batch Cleaning to quickly clean sensitive and hidden data from multiple files 

Ğ Packaged compliance policies for out of the box enforcement 

Ğ Removable device channel remediation for USB drives and more 

Ğ Workshare Protect Premium removable device channel remediation is not compatible with third-

party music synchronization applications and their associated devices, including Apple iTunes and 

iPod. Third-party devices will not be accessible if Workshare Protect Premium removable device 

channel remediation is installed.  

Ğ Policy Designer for centralized policy management 

Ğ Policy Manager for fast and easy policy creation 

Ğ Optional Workshare Ready! Partner add-ins, including solutions from Cryptzone, Utimaco, PGP, 

Rpost, and Microsoft RMS 

For detailed information about Workshare Protect Premium functionality, refer to the Workshare Protect 

Premium Administratorõs Guide.  

Workshare Policy Designer 

The Workshare Protect Policy Designer is a component of Workshare Protect Premium that provides a 

centralized policy management console for the creation and distribution of policies, enabling you to translate 

business-driven, company-wide security policies into policy files. Policy files created by the Workshare Protect 

Policy Designer are easily and automatically distributed to Workshare Protect Premium and Workshare Protect 

Network end-points. 

For detailed information about Workshare Policy Designer functionality, refer to the Workshare Protect Premium 

Administratorõs Guide.  

Workshare Policy Manager 

The Workshare Policy Manager is a component of Workshare Protect Premium and Standard versions that 

provides options to easily configure a global set of Workshare Protect parameters that can be used to 

standardize the use of Workshare Protect across an organization. 

For detailed information about Workshare Protect Premium functionality, refer to the Workshare Protect 

Premium Administratorõs Guide or the Workshare Protect Standard Administratorõs Guide.  

Workshare Protect Network Overview 

Companies, government agencies and other organizations invest huge resources developing security policies 

and procuring protective technologies that point outwards at hackers, spyware, and viruses. However, there is 

another aspect to content security: the inside-out leakage of information. Not only do organizations need to 

worry about the release of valuable intellectual property, but they must now also deal with increased regulation 

and oversight of issues ranging from consumer privacy to financial disclosure. 
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Workshare Protect Network is the last line of defense at the network gateway, providing IT security staff with 

visibility into - and policy enforcement over - content leaving the organization through network channels such as 

HTTP, SMTP, FTP, IM, and Web mail. By deploying Workshare Protect Network, organizations can audit and 

control outbound traffic at the network gateway.  

Workshare Protect Network monitors over 370 file formats for policy violations, including Microsoft Office 

documents, emails, PDFs, and hundreds of other common file formats. Workshare Protect Network also 

monitors HTTP, SMTP, FTP, IM and Webmail channels, including support for the following protocols: Yahoo Mail 

Classic, MSN Hotmail, AOL Webmail, Gmail, Windows Live Mail, Hotmail via Outlook Express, Windows 

Messenger, and AOL Instant Messenger. 

Workshare Protect Network Components 

Incident Management Workflow and Self-Review 

The incident management workflow automatically handles policy violations based on policies defined in the 

Workshare Protect Policy Designer. The incident management workflow is integrated with the security, audit, 

MTA, Network Monitor, policy engine and assets features of the Workshare Protect Network. Policies define 

which violations become incidents in the system, and which do not. Based on these policies, violations can 

automatically trigger one or more of the following actions:  

Ğ Release: Releases the message to its final destination. 

Ğ Escalate: Escalates the incident to configurable recipients, for example, security officers within an 

organization. 

Ğ Bounce: Sends a customized message to the sender, alerting them to the policy violation, and 

removes the email from the queue. 

Ğ Drop: Deletes the message. 

Ğ Notify: Sends a notification to the sender and other configurable recipients, and if allowed, provides 

a link to the violation so the sender can learn about the violation and remediate it. 

Ğ Queue: Stores the message in a queue for administrative review or user self-review, if allowed. 

Ğ Close: Closes the incident and removes it from the queue. 
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Workshare MTA 

The Workshare MTA (Mail Transfer Agent) inspects outgoing email for policy violations and delivers emails 

when no violations are found. The Workshare MTA also provides support for email sent from Blackberry PDAs. 

When an email violates a policy, the appropriate action is taken as dictated by the policy: 

Ğ Block: Blocks the email message from being sent. 

Ğ Drop: Deletes the message. 

Ğ Bounce: Sends a customized message to the sender, alerting them to the policy violation, and 

removes the email from the queue. 

Ğ Notify: Sends a notification to the sender and other configurable recipients, and if allowed, provides 

a link to the violation so the sender can learn about the violation and remediate it. 

Ğ Queue: Stores the message in a queue for administrative review or user self-review, if allowed. 

Ğ Add header: Adds a customized MIME header to the subject line of the email and allows it to be 

sent. 

Ğ Create incident: Creates an incident in the workflow. 

BlackBerry Support 

The Workshare MTA also inspects email from BlackBerry PDAs, providing visibility into and control over email 

on the move.  Because the Workshare MTA differentiates between regular email traffic and BlackBerry PDA 

traffic, MTA actions, including block, drop, bounce, notify, queue, add header, and create incident can custom 

configured for each. For example, attachments sent by regular email may have a ònotifyó action, whereas 

attachments sent by BlackBerry may have a òquarantineó action. 

Fingerprinting Service 

The fingerprinting service allows documents and document repositories to be manually or automatically added 

to a blacklist (blocking the content from leaving the network) or a whitelist (allowing content to leave the 

network). A Web-based UI provides manual whitelist or blacklist registration and inspection of individual 

documents, while PowerShell cmdlets can be used to instruct the fingerprinting service to automatically crawl 

and blacklist specified repositories, including Microsoft file shares. 
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Security  

Access to the components of the Workshare Protect Network is securely controlled by administrator-defined 

group permissions. Users are manually added to the Workshare Protect Network system, meaning that only 

users who need access will have it. As an additional layer of security, users have no permissions until they are 

added to a group. Because permissions are assigned on a group-basis, users inherit the permissions or lack of 

permissions assigned to their associated group(s). For example, if Sam is added to the HR group, which has 

read and write permissions, but also to the Everyone group, which has only read permissions, Sam will only 

have read permissions.  

Workshare security permissions include: 

Ğ Resource-level: access to existing work lists, reports, folders, and more 

Ğ Service-level: creation of work lists, assets, and more 

Workshare Network Monitor 

The Workshare Network Monitor passively monitors, analyzes, and processes network traffic over HTTP, SMTP, 

FTP, IM, and Webmail channels to determine if policy violations exist.  

The Workshare Network Monitor includes the following components: 

Ğ Sniffer: The sniffer captures packets from a network card, reassembles and sorts the packets into a 

session, and puts it in a queue. The sniffer can be configured to filter traffic over some protocols (for 

example, only SMTP) or all protocols. 

Ğ Protocol analyzer: The protocol analyzer parses UROs (universal request objects) from the items 

queued by the sniffer and converts them to a standard structure. 

Ğ Policy processor:  The policy processor processes the parsed information from the protocol analyzer 

for policy violations. 

The Workshare Network Monitor appliance must be deployed with a network switch that supports port 

mirroring (SPAN) or a network TAP aggregator device (for example, a  NetOptics iTAP Port Aggregator). 

Reporting 

Reporting provide live data analysis for visibility into network threats.  

The reporting Data Explorer provides an instant view into the latest threats, while Web-based reports provide 

more detailed visibility into threats with the use of custom filters. Reports can be scheduled to run at defined 

intervals with customized content, and the results can be exported to PDF or scheduled for email delivery. 

Reports data can be sorted by the following elements: 

Ğ Date range 

Ğ Egress point 

Ğ Policy set 

Ğ Policy 

Ğ Action 

Ğ Risk level 

Ğ Channel 

Audit Service 

The auditing service analyzes data from the Workshare MTA, Workshare Network Monitor, and Workshare 

Protect, and routes information about policy violations to the reporting service. 
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Workshare Protect Manager 

The Workshare Protect Manager includes Web and CLI-based management portals that provides access to the 

following components: 

Ğ Reporting 

Ğ Audit service 

Ğ Policy Manager 

Ğ Fingerprinting service 

Ğ Workflow management and self-review 

Ğ Security for users and groups 
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Chapter 2: Accessing Workshare Protect Network 

The administration of Workshare Protect Network is done using a Web-based UI called the Workshare Protect 

Manager and Windows PowerShell CLI. 

This section provides instructions for using the Workshare Protect Manager and PowerShell CLI. 

Workshare Protect Network Manager 

The Workshare Protect Network Manager is a Web-based user interface that provides configuration options for 

Workshare Protect Network reporting, incident management, fingerprinting, and user and group security. The 

following figure provides a view of the Workshare Protect Manager login screen. 

 

The Workshare Protect Manager provides four primary tabs along the top of the interface for easy access to 

the main components, including Reporting, Incidents, Fingerprinting, and Management. The secondary tabs 

available in the left pane change according to the selection of the primary tab, reflecting the options available 

for that tab.  

For example, the Reporting tab has the following secondary tabs available:  

Ğ Data Explorer 

Ğ Reports 

Ğ Schedules 

The following figure provides a view of the Reporting tab of the Workshare Protect Manager. 
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Logging into the Workshare Protect Manager 

To log into the Workshare Protect Manager: 

1. Open a Web browser. 

2. Type https:// hostname:1080 in the Location or Address bar.  

hostname represents the name that is registered for the appliance on your companyõs DNS (when using 

DHCP, this is typically the fully-qualified machine name of the appliance). 
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3. Type a username in the User Name field and password in the Password field.  

The default administrator username is Administrator and the default password is Workshare1  

4. Click Log in. 

 

If this is the first login for the Administrator account, you must add a valid email address for the account. 

5. Click the Management tab. 

 

The Users & Groups > Users page appears. 

6. Click Edit next to the Administrator username. 
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7. Type a valid email address for the administrator in the E-Mail field. 

8. Click Save Changes. 

If the Safe Domains option has been set in the System Web Site, the administratorõs email address must 

be a member of one of the specified domains. 

The new administrator email address appears on the Users page. 

 If you need to log off, click Logout in the top-right corner. 

Introduction to the Workshare Protect Manager 

Reporting Tab 

Reporting is a feature that provides both at-a-glance incident charts and in-depth incident reports. It is an 

essential component of Workshare Protect Manager that enables instant insight into three ats on the network 

and allows administrators, security officers, and other authorized users to configure security policies based on 

the findings. Reports are essential for auditing for individual risks and risk trends, responding to and managing 

threats, ensuring regulatory compliance, and analyzing network utilization.  

The Reporting tab includes the following tabs: 

Ğ Data Explorer 

Ğ Reports 

Ğ Schedules 
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Reporting > Data Explorer 

The Data Explorer tab provides a Risk Summary graph, a line chart that displays incidents by risk , which is 

configurable by time period. The Risk Summary graph displays color-coded incident counts for the following 

categories:  

Ğ Total, Low Risk 

Ğ Medium Risk 

Ğ High Risk 

The incidents for the last 24 hours, week and month can be displayed, in addition to all incidents or incidents 

that occurred in a custom configured range. 

The Data Explorer tab includes a Risk Drill-Down set of pie graphs that display the incidents as percentage by 

risk level. The following graphs are available in the Risk Drill-Down section: 

Ğ Incidents by egress point  for the selected risk level 

Ğ Incidents by channel for the selected risk level and egress points  

Ğ Incidents by policy sets for the selected risk level, egress point and channel  

Ğ Incidents by actions for the selected risk level, egress point, channel, and policy set 
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The Last 10 Messages graph displays the last ten incident messages for the selected filters, which can be 

sorted by date, sender, recipients, channel, documents attached, and risk level. 
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Reporting > Reports 

The Reports tab lists the available reports by name and includes a description of the report.  

 

 

Clicking on the name of an available report displays the details the report in the Reporting tab.  

You can add new reports can be added by clicking Add Report. 
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Reporting > Schedules 

The Schedules tab lists the scheduled reports by name and includes a description of the report.  

 

 

 

 

You can add new scheduled reports by clicking Add Schedule. 
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Incidents Tab 

The Incidents tab includes tabs for each of the userõs worklists as well as an All Open Incidents tab. 
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Incidents > All Open Incidents 

The All Open Incidents tab displays all open incidents every worklist available to the user, including a 

description, channel, sender, and the date and time the incident occurred.  
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Incidents > Worklist Tab 

Each worklist tab displays incidents that have been assigned to that particular worklist. 

 

Worklist tabs include the following sub-categories: 

¶ Priority Incidents 

Priority incidents are incidents that have been quarantined and require the userõs interaction before being 

closed. 

¶ Open Incidents 

The Open Incidents tab displays the incidents that have not been marked closed.  

¶ Closed Incidents 

The Closed Incidents tab displays the incidents that have been marked closed. 
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Fingerprinting Tab 

The Fingerprinting tab includes the following tabs: 

Ğ Manage Content 

Ğ Register Content 

Ğ Whitelist Content 

Ğ Inspect Content 
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Fingerprinting > Manage Content 

The Manage Content tab provides the ability to search previously fingerprinted documents by content 

name, repository, or category.  

For more information on configuring repositories and categories, see Management > Fingerprinting.  

 

When fingerprint content is discovered, it can be viewed, deleted, or  set for a future expiration date. 
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Fingerprinting > Register Content 

The Register Content tab provides the ability to add content, either files or text, to a specific blacklist 

repository. Content added to the blacklist is not allowed to leave the network. 

 

Content registered to the blacklist repository is classified by custom or default categories. Additionally, 

content fingerprints can be configured to expire on a specific date using the Expire this content? setting. 

This unique feature is invaluable in scenarios involving data that needs to be blacklisted for a specified 

period of time. For example, organizations must safeguard year-end financial reports in advance of official 

earnings announcements. By fingerprinting financial data and configuring the blacklist to expire on the 

date of an official earnings call, companies can rest assured that this data is not be made public until the 

time is right. 
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Fingerprinting > Whitelist Content 

The Whitelist Content tab provides the ability to add content, either files or text, to a specific whitelist 

repository. Content added to the whitelist is not blocked by Workshare Protect Network. This is 

particularly useful for document templates that appear in both classified and non-classified documents. 

 

Content registered to the whitelist repository can be associated with a specific repository. 
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Fingerprinting > Inspect Content 

The Inspect Content tab enables you to inspect the content of specific document for policy violations in 

default or custom content categories, which are configured in the Management tab. 

 

Management Tab 

The Management Tab includes the following tabs: 

¶ Users & Groups 

Ğ Users 

Ğ Groups 

Ğ Global Settings 

¶ Reporting 

Ğ Global Settings 

¶ Incidents 

Ğ Worklists 

Ğ Global Settings 

¶ Fingerprinting 

Ğ Content Categories 

Ğ Content Repositories 

Ğ Global Settings 
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Management > Users & Groups 

The Users & Groups tab provides the ability to add, delete, or modify users and groups in the Workshare Protect 

Network Manager. Groups can have custom permissions and users added to groups inherit those permissions. 

 

¶ Users & Groups > Users 

The Users tab provides the ability to add, delete, or modify users. 

¶ Users & Groups > Groups 

The Groups tab provides the ability to add, delete, or modify groups. 

¶ Users & Groups > Global Settings 

The Global Settings tab provides the ability to configure global settings for Users & Groups. 
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Management > Reporting 

The Management > Reporting tab enables you  to configure global settings for reporting, including allowing or 

denying users from reading, creating, editing, and deleting reports. 
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Management > Incidents 

The Management > Incidents > Worklists tab enables you to add, delete or modify worklists. 

 

¶ Incidents > Global Settings 

The Global Settings tab enables you to configure global settings for Incidents. 
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Management > Fingerprinting 

The Fingerprinting tab provides the ability to add, delete, or modify content categories and content repositories 

that are used in the Fingerprinting tab.  

 

¶ Content Categories 

The Content Categories tab provides the ability to add, delete, and modify content categories. Content 

categories are used in the Fingerprinting tab. 

¶ Content Repositories 

The Content Repositories tab provides the ability to add, delete, and modify content categories. Content 

repositories are used in the Fingerprinting tab. 

¶ Global Settings 

The Global Settings tab provides the ability to configure global settings for Fingerprinting. 
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Workshare Protect Policy Designer 

The Workshare Policy Designer enables you  to configure conditions that messages must meet to automatically 

trigger MTA actions, as well as conditions that messages must meet to automatically trigger Network Monitor 

logging. The following figure provides a view of the Policy Designer. 

 

For instructions on installing the Workshare Policy Designer, refer to the Workshare Protect Deployment Guide. 

For information about configuring the MTA actions on the Policy Designer, refer to Configuring Mail Transfer 

Agent Actions in the Policy Designer. 

For information about configuring the Network Monitor logging on the Policy Designer, refer to Configuring 

Network Monitor Logging in Policy Designer.
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Windows PowerShell 

Windows PowerShell is a CLI that provides configuration options for Workshare Protect Network incident 

management, fingerprinting, and user and group security. The following figure provides a view of the Windows 

PowerShell. 

 

Launching Windows PowerShell on the Appliance 

PowerShell is installed on the Workshare Protect Network appliance. 

To launch PowerShell from the Workshare Protect Network appliance, double-click the PowerShell icon on the 

desktop. 
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Installing Windows PowerShell for Remote Administration 

PowerShell can be installed on a laptop or other workstation for remote administration of the Workshare 

Protect Network appliance. 

Note:  Remote administration of the Workshare Protect Network appliance can only be done after initial 

PowerShell configuration on the appliance. For instructions for initial configuration on the appliance, refer to 

the Workshare Protect Network Getting Started Guide. 

To install Windows PowerShell: 

1. On a computer that you want to use to remotely administer the Workshare Protect Network appliance 

using PowerShell, launch a Web browser navigate to www.microsoft.com. 

2. Download and install the latest version of Windows PowerShell as described on the Microsoft Web site. 

3. Download the WorksharePowerShell.msi from the Workshare web site at this location: 

http://www.workshare.com/downloads/products/protect-network/MSI/msi-download.aspx  

Using Windows PowerShell 

Workshare Protect Network includes custom PowerShell commands, called cmdlets, that can be used to 

configure the MTA, Network Monitor, Fingerprinting, and security components of Workshare Protect Network. 

For detailed information about the Workshare Protect Network cmdlets, refer to the chapter in this guide that 

corresponds to the component that you are configuring. Cmdlets are listed in these chapters when applicable.  

When PowerShell is launched, always type the following command once before using any other cmdlets: 

set - executionpolicy unrestricted  

Before exiting PowerShell, always type the following command: 

set - executionpolicy rest ricted  

To remotely administer the Workshare Protect Network services after initial configuration, launch PowerShell 

on a remote administration computer, and type the following command, where MtaService is the service to 

connect to, computername is the fully qualified computer name or IP address of the Workshare Protect 

Network appliance, Sam is the username and password123 is the user password: 

Connect - MtaService  ïhostname computer name - UserName 

Sam - Password password123  

See Appendix B: PowerShell Commands for a list of PowerShell cmdlets that have corresponding Workshare 

Network Manager options. 

 

http://www.microsoft.com/
http://www.workshare.com/downloads/products/protect-network/MSI/msi-download.aspx
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Chapter 3: Configuring System Settings 

The following topics provide instructions for the configuration of the Workshare Protect Network appliance. 

Most of the settings have already configured during the initial deployment of the Workshare Protect Network 

appliance. 

About the System Settings  

You can have access to the System Settings page by navigating to https://<hostname>:1443 from a Web 

browser. You are prompted to provide the username and password for an administrative user on the 

applianceñthis is a Windows user account and not an account that has been created for the Workshare 

Protect Network Management Console. 

 

If you have also installed the Software Updates utility, the the Software Update icon is added. 
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Configuring the SQL Database Connection 

Before you can use Workshare Protect Network, you must configure the database connections and then create 

the default assets.  

To set up the SQL database connection: 

1. In the Workshare Protect Network System Settings page, click the Database Setup icon. 

 

2. Type the server name in the Server Name field. 

 

When you use the provided SQL server, be sure to use (local) and not localhost. 

3. Optionally type the server instance name in the Instance Name (optional) field.  

4. Type the database administrator user name and password in the Database Administrator Username and 

Password fields.  

 

It is recommended that you use the sa account. Although these credentials are not stored anywhere, they 

are required to create the Protect Network database and user account. 

5. Click Test Connection to test the server connection. 
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6. If the test is not successful, verify the server name, instance name, administrator account credentials, 

and try again. 

7. Type the name of the database to be used by Protect Network in the Database Name field.  

 

If the database does not exist, it is automatically created. 

8. Type the database account credentials to be used by protect Network in the Database Account 

Username field and the Password and Confirm Password fields. 

 

 If the account does not exist, it is automatically created. 

9. Click Apply Settings. 

 

It may take several seconds before the settings are applied. 

10. Click Create Default Assets.  

The Create Default Assets button only appears when the database has been successfully configured. 

11. Click the View All link to return to the System Settings page.  

Managing the Size of the Database on the Workshare Protect Network  

You can set up the primary database as a local database on the Workshare Protect Network or on another 

server. If you set up the primary database as a local database on the Workshare Protect Network, it is strongly 

recommended that you regularly archive the incidents from the local database to another Microsoft SQL Server 

or an Oracle database because only a limited number of events and incidents are supported on the local 

database. If you are not already archiving incidents automatically, you may want to start this process as you 

begin to have more than 100,000 incidents stored in your local or primary database on the Workshare Protect 

Network.   

You can set up a schedule that automatically archives incidents at a specified interval. However, you can also 

archive incidents on demand. Should you need to restore incidents, you can do so. Once an archived incident 

has been restored, it cannot be archived for the second time. 

Note: Any incident that you archive is no longer secure or encrypted. You need to secure or encrypt all 

archived incidents. 

Configuring the Database Archive Settings for the First Time 

If you want to manage the size of the local database by archiving incidents automatically, you need to: 

¶ Set up a schedule to automatically archive incidents 

¶ Specify criteria on how you want to archive incidents 

¶ Establish a connection between the local database and the backup database 

To configure the database archive settings for the first time: 

1. Go to the Protect Network System Administration web site. 
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2. In the Database Archiving control panel, click the Settings tab. 

 

 

3. On the Settings tab, under Schedule, select the day of the week on which you want to archive incidents. 

4. Select the time when you want to archive incidents. 

5. Under Incident Criteria, archive incidents that are closed. 

6. Type the age of an incident that you want to archive. 

 

You can specify the age of an incident in days. 
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7. Select the archival method that you want to use to archive incidents.  

 

All the metadata are saved regardless of the options that you select. You can select one of the following: 

 

Ğ Remove Entire Incident  

 

If you select this option, only the contents are archived and the incident remains in the management 

system. Archived incidents are labeled as archived. You can no longer view the original contents of 

the message. 

 

Ğ Remove Incident Contents 

 

If you select this option, the entire incident is archived and removed from the incident management 

system. This is the default option. 

8. Under Data Connection, select the type of database server that you want to use when archiving incidents. 

You can select one of the following server types: 

 

Ğ Microsoft SQLÊ Server 

 

You can use any Microsoft SQL Server version. 

 

Ğ Oracle 

 

You can use Oracle version 9.0 or later. 

9. Type the IP address or host name of database server in the Server field. 

10. Optionally type the name of the database or database instance in the Database Name field. 

 

If a user has been assigned to connect to a specific database, then the setting in this option can override 

the userõs default database connection. 

11. Type the user name of the backup database server in the Username field. 

12. Type the password of the backup database server in the Password field. 

13. Type any additional connection properties in the Additional Connection Properties field. 

14. Click Download Remote Schema SQL to locate the schema file. 

 

If your database administrator has already set up permissions to allow Workshare Protect Network to 

create tables, then you do not need to run this script. Otherwise you need to download the schema file 

and run the script. You can only perform this step after you have completed the initial setup and after the 

schedule has been saved. 

15. Click Apply Settings. 

 

Incidents are now automatically archived based on the interval that you have specified. 
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Archiving Incidents on Demand 

You may want to archive incidents on demand to reduce the size of the local database. 

To archive incidents on demand: 

1. Go to the Protect Network System Administration web site. 

2. Under Database Archiving, click the Settings tab. 

3. On the Settings tab, under Schedule, click Archive Now. 

4. Click the Archives tab. 

5. View the information about the latest set of incidents that you have just archived. 

Enabling Incident Archiving on the Workshare Protect Network 

If you need to enable archiving on the Workshare Protect Network after you disabled it, you can quickly do so. 

To enable incident archiving on the Workshare Protect Network: 

1. Go to the Protect Network System Administration web site and click Database Archiving. 

2. Under Database Archiving, click Enabling Archiving. 
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Disabling Incident Archiving on the Workshare Protect Network 

If you need to disable archiving on the Workshare Protect Network after you enabled it, you can quickly do so. 

To disable incident archiving on the Workshare Protect Network: 

1. Go to the Protect Network System Administration web site and click Database Archiving. 

2. Under Database Archiving, click Disabling Archiving. 
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Viewing Information about Events, Incidents, and the Database Archive Schedule 

You may want to view information about the database archive schedule, such as the date and time when the 

database is scheduled to be archived again. In addition, a checkmark also indicates whether or not database 

archiving is enabled or disabled. Finally, the following information appears: 

¶ Date and time when the database was last archived 

¶ Number of events that you have last archived 

¶ Number of bytes that have been removed from the primary database to the backup database when you last 

archived incidents 

Information about each time that the primary database on the Workshare Protect Network was archived, 

including any incidents that have been processed  

To view information about events, incidents, and the database archive schedule: 

1. Go to the Protect Network System Administration web site and click Database Archiving. 

2. In the System Settings dialog box, under Database Archiving, click the Archives tab unless it already 

appears. 
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Restoring Incidents 

You may want to restore a record that includes a certain incident. You can search for the archived incident in 

your database and then restore it on Workshare Protect Network. 

To restore incidents: 

1. Go to the Protect Network System Administration web site and click Database Archiving. 

2. In the System Settings dialog box, under Database Archiving, click the Archives tab unless it already 

appears. 

3. Highlight the archive that includes the Archive ID that you want to restore. 

 

You need to search for the specific incident in your database. 

4. Click Restore. 
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Configuring Reporting Settings 

The reporting feature is configured by default and does not need to be changed. 

WARNING: The reporting default values should generally not be changed unless you need to configure a 

distributed deployment. 

To configure reporting settings: 

1. Click the Reporting icon. 

 

 

2. Type the user name for a local Windows user with administrative privileges in the Windows Username 

field. 

3. Type the password for the administrative username in the Password field. 

4. Click Apply Settings. 

5. Click the View All link to return to the System Settings page.  
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Configuring SMTP Settings  

You must configure he SMTP settings before you can use Workshare Protect Network. 

To configure SMTP settings: 

1. Click the SMTP Settings icon. 

 

2. Type the SMTP host name in the Host Name field.  

3. Type the SMTP port number in the Port field. 

4. Type the email address of the webmaster in the Webmaster Email field. 

5. Type the name of the domain in the Allowed Domains field to allow domains for user registration and 

incident sharing. 

 

An asterisk (*) allows all domains. Separate multiple domains with a semicolon. Notification emails are 

only sent to addresses that have been typed into the Allowed Domains field.  

6. Click Apply Settings.  

7. Click the View All link to return to the System Settings page.  
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Configuring User Feedback Settings 

Before you can use Workshare Protect Network, you must configure the user feedback details. 

To configure the user feedback settings: 

1. Click the User Feedback icon. 

 

 

2. Type the email where user feedback is located in the Feedback Email field. 

3. Type the password to decrypt the compressed log files attached to feedback messages in the Decrypt 

Password field.  

Passwords are needed because the Log files are attached to Feedback Emails. 

4. Click Apply Settings. 

5. Click the View All link to return to the System Settings page.  

Configuring Session State Server Settings 

The session state server is configured by default and only needs to be configured in certain deployments. 

Note: The Session State Server default values should generally not be changed unless you need to configure 

a distributed deployment. 
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To configure session state server settings: 

1. Click the Session State Server icon. 

 

 

2. Type the IP address in the Server Address field to specify a custom session state server address. 

3.  Type the port number in the Port field to specify a custom session state server port. 

4. Click Apply Settings. 

5. Click the View All link to return to the System Settings page.  
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Configuring Remote Desktop Settings 

The remote desktop settings are configured by default. Generally you should not have to change them. 

Note: The Remote Desktop setting is enabled by default and does not usually need to be disabled. 

To configure remote desktop settings: 

1. Click the Remote Desktop icon. 

 

 

2. Select Enable from the Remote Desktop dropdown menu. 

3. If you want to disable remote desktop settings, select Disable. 

4. Click Apply Settings. 

5. Click the View All link to return to the System Settings page.  

Synchronizing the Date and Time on Workshare Protect Network, 

clients, and a Network Time Protocol Server 

You must configure the date and time on the Workshare Protect Network appliance to connect to a server in 

your corporate network that sets time. Typically an NTP server is installed on the same computer as the 

Windows Domain Controller. Clients need to synchronize with the corporate server that sets time If there is a 

time difference of more than five (5) minutes between the Workshare Protect Network appliance and a client, 

the client can no longer download policies or upload incidents. Therefore it is recommended that you 

synchronize both the Workshare Protect Network appliance and the client with a NTP server. 

Setting up synchronization between a Workshare Protect Network appliance and a Time 

Server 

To set up synchronization between a Workshare Protect Network appliance and a time server: 

1. Click the Date & Time icon. 

2. In the System Settings dialog box, under Date & Time, type the host name of the NTP server in the 

Hostname field in the Network Time Server area. 

3. Type the port number of the NTP server in the Port field in the Network Time Server area. 
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4. Click Sync Now. 

 

The time and date of both the Workshare Protect Network and the NTP server are now synchronized. 

5. Click Test Connection. 

 

If the test connection fails, verify the host name and port number of your NTP server. 

6. Click Save Date & Time Settings. 

Setting the date and time manually on the Workshare Protect Network appliance 

You can set the date and time on the Workshare Protect Network manually. However, it is recommended that 

you synchronize the date and time with of the Workshare Protect Network with a Network Time Protocol 

server.  

To set the date and time manually on the Workshare Protect Network appliance: 

1. Click the Date & Time icon. 

2. In the System Settings dialog box, under Date & Time, type the date and time in the Manual Time Update 

field 

 

 

3. Use this format to set the date (mm/dd/yyyy), e.g., 10/29/2008. 

4. Use this format to set the time for a 12- or 24-hour format ( hh:mm:ss), e.g., 15:20:00. 

5. On the Settings tab, under Date & Time, click Save Date & Time Settings. 
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6. The time and date are automatically updated in the Appliance Time area. 

 

 

7. Click View All to return to the System Settings page.  

Configuring Machine Settings   

You can configure the name of the computer name and the host name for the appliance on the Machine 

Settings page. However, you only need to modify the Machine Settings if the computer name, domain, or 

external name has been changed. 
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To configure machine settings: 

1. Click the Machine Settings icon. 

 

 

The current computer name displays under Full Computer Name. 

2. Type the name of the computer in the Computer Name field. 

3. Type the Primary DNS Suffix in the Primary DNS Suffix field.  

4. Type a host name for the appliance that matches the installed SSL certificate in the Appliance Hostname 

field.  

Two indicator lights display if the host name resolves to the appliance and matches the installed 

certificate. 
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When you use the computer name as the appliance host name, the host name does not resolve in the 

DNS until the appliance has been restarted. The indicator light displays red until the appliance has been 

restarted. 

 

 

If the host name for the appliance that you typed is not acceptable, the indicator lights appear red. 

 

 

When Browser Redirection is enabled, any web requests to the Management Console that use an IP 

address (or DNS alias) are redirected to the supplied host name.  

5. Click Apply Settings. 

6. Click the View All link to return to the System Settings page.  
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Configuring Backup and Restore Settings 

You can create backups of configuration files or restore previously created backups of configuration files on the 

Backup & Restore page. However, you only need to use Backup & Restore when you create or restore a backup. 

To configure backup and restore settings: 

1. Click the Backup & Restore icon. 

 

2. Click Create Backup to create a backup. 

 

 

The Date and Product Version displays the created backup file. 
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3. Select Export and save the selected backed up config file to a location of your choice.  

It is recommended to back up config files anytime modifications have been made, or upgrades are about 

to be made to the system. Export the backup file to a location that is frequently backed up. 

4. Restore a previously created backup by selecting one of the following actions: 

 

Ğ Restore the desired backed-up config file by selecting Restore in Local Backups.  

Ğ Click Browse to locate a backup file. 

Ğ Click Upload & Restore. 

5. Click Apply Settings. 

6. Click the View All link to return to the System Settings page.  

Viewing Diagnostic Information 

You can view diagnostic information in case you need to make this information available to the Support at 

Workshare. You can view the settings for the computer, the network and time settings, as well as the status of 

any health services. 
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To view diagnostic information: 

1. Click the System Diagnostics icon. 
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 Applying Software Updates 

The Software Updates page provides options for applying software updates to your Workshare Protect 

Network appliance. 

To apply software updates:  

1. Click the Software Updates icon. 

 

 

2. Click Check Now to manually check for updates.  

If an update is available, the following message appears: 

There are new updates available for your system . 

 

 

3. Click Download. 

Depending on your connection speed, it may take a while for the update to download. 

4. Click Install Update. 

Depending on your connection speed, it may take a while for the update to install. 
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When the update is installed, the following message appears: 

Your system is up - to - dat e.  

5. Click the Settings tab to configure update settings. 

 

6. Check the radio button next to one of the following automatic update settings: 

7. Download and install updates automatically. 

When this is selected, Workshare Protect Network automatically downloads and installs updates as they 

become available. Notification emails are sent when updates are applied. 

8. Download updates and email me when they are ready. 

When this is selected, Workshare Protect Network automatically downloads updates when they are 

available and sends a notification email to the configured email address(es). 

9. Email when updates are ready, but do not download them 

When this is selected, Workshare Protect Network sends a notification email to the configured email 

address(es) when updates become available. 

10. Do not beck for updates. 

When this is selected, Workshare Protect Network does not automatically check for updates. 

11. From the Update Schedule dropdown menus, select the day and time that Workshare Protect Network 

checks for software updates. 

12. Type the email address(es) for notification in the Notification Email(s) field if you want to be notified by 

email when updates become available. 
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13. Type your SMTP server IP address in the SMTP Server field. 

14. Type your SMTP port in the SMTP Port field. 

15. Type the email address the notification email will come from in the Webmaster Address field. 

16. Click Apply Settings. 
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Chapter 4: Configuring MTA 

This chapter provides cmdlets for configuring the Workshare MTA. The Workshare MTA (Mail Transfer Agent) 

inspects outgoing email for policy violations and delivers emails when no violations are found. When an email 

violates a policy, the appropriate action is taken as dictated by the policy: Block the email, drop the email, 

bounce the email, notify the sender or another party, quarantine the email, add a header to the email, or create 

an incident. The Workshare MTA also provides support for email sent from Blackberry PDAs. 

Configuring the MTA Service  

The MTA service is disabled by default and must be started before it can be configured. The MTA appliance, 

when deployed in an all in one or distributed deployment, is typically installed between a mail server, for 

example, Exchange Server, and an end point, for example, a mail relay. The MTA must be configured to forward 

email to the IP address of the end point, and it must be configured to accept SMTP traffic from the authorized 

address(es) of the email server or other source of SMTP traffic. 

Note: Before you configure the MTA appliance, you need the IP address of the end point and the IP address or 

IP address range of the mail server or other authorized sources of SMTP traffic. 

To start and configure the appliance as an MTA: 

1. Launch the PowerShell desktop icon.  

2. At the PowerShell command, type: 

set - executionpolicy unrestricted  

3. Type the following command to restart PowerShell: 

Powershell  

4. To connect to the MTA service, type the following command: 

Connect - MtaService  ïusername Administrator  ïPassword 

workshare  

5. Type the following command to test your MTA connection: 

Get - MtaSettings  

If you see a list of MTA settings, you have successfully connected to the MTA service. 

 

The new settings appears. 

6. Type the following command to set the MTA service to automatic: 

Set - Service ñProtect Server MTA Serviceò -

StartupType Automatic  

7. To configure the MTA settings, type the following, replacing < x.x.x.x>  with SMTP host name or IP 

address of end point and <x.x.x.x/xx, x.x.x.x> with an allowed subnet and/or individual IP address(s) 

from the mail server or other sources of SMTP traffic: 
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Update - MtaSettings - MailGateway <x.x.x.x>  -

AuthorizedAddresses <x.x.x.x/xx, x.x.x.x > - ApplyNow 

1 

8. Before exiting Windows PowerShell, type the following command: 

set - executionpolicy restricted  

9. Exit PowerShell. 

To remotely administer the MTA service after initial configuration, launch PowerShell on a remote 

administration computer and type the following command, where computername is the fully qualified 

computer name or IP address of the Workshare Protect Network appliance, Administrator is the Windows 

Administrator username and workshare is the default Windows administrator password: 

Connect - MtaService ïhostname computername  - UserName 

Administrator  - Password workshare  

Configuring Mail Transfer Agent Actions in the Policy Designer 

Using the Workshare Policy Designer, you can configure conditions automatically trigger Mail Transfer Agent 

(MTA) actions, including MTA Bounce, MTA Drop, MTA Quarantine, MTA Add Header, and MTA Notify. 

See the Workshare Protect Deployment Guide for information about installing the Workshare Policy Designer, 

including how to configure the Policy Designer to work with Workshare Protect Network.  

See the Workshare Protect Policy Administration Guide for information about advanced Policy Designer 

configuration. 

To configure the Mail Transfer Agent actions in the Workshare Policy Designer: 

1. Open the Workshare Policy Designer by navigating to Start > All Programs > Workshare > Protect > 

Workshare Policy Designer. 
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2. Type your administrative user name and password for the Workshare Protect Network appliance in the 

Username and Password fields. 

3. Click OK.  

 

The default credentials are Administrator and Workshare1. 

 

It may take several seconds for the connection to complete. 

 



  

66 

  

4. In the Policy Designer, select File > New Policy Set > Mail Transfer Agent. 

5. Alternatively, to open an existing MTA policy, select File > Open Policy Set(s) > From Server, select an 

MTA policy and click OK. 

 



  

67 

  

6. Highlight the Policy Set that displays in the left navigation pane. 
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7. Type a name for the policy in the Policy Set Name field and click Next 
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8. Type a name for the policy in the Short Description field and a long description for the policy in the Long 

Description field. 

 

9. From the Level of Auditing dropdown menu, select Triggered Only. 

 

10. Click Next. 
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11. From the Logic dropdown menu, select AND or OR. AND means that every expression must be met for 

the policy to be triggered. OR means that only one of the expressions must be met for the policy to be 

triggered. 
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12.  Click Add.  
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The Expressions window appears. 

 

 

13.  Select an expression to add: 

Ğ File type contains word or phrase within context of the file 

Ğ File type contains regular expression within context of the file 

Ğ File type contains N criteria fingerprints matching documents from categories  

Ğ File type contains PII type 

Ğ File type contains hidden data  

Ğ File type is password protected 

Ğ File type has document restriction level 

Ğ Custom property name has value file property value 

Ğ File is in repository repositories 

Ğ File size is compared against size Kb 

Ğ File type is file type 

Ğ Contains embedded email 

14. Click OK. 
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The expression displays under Policy Condition Set. 

 

15. Click the underlined elements of the expression to customize the element. 
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16. In the right pane, type a short description for the expression in the Short Description field and a longer 

description for the expression in the Long Description field. 
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17. In the right pane, select a risk rating from the Risk Rating dropdown menu. 

 

18. Optionally repeat steps 10 through 16 to add additional expressions. 

19. Click Next. 
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20.  Click the Add Action Set link in the Blackberry or Mail server row. 
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21. In the right pane, click Add to add the action that will be taken if a message meets the expression(s) 

specified. 
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The Add Action page appears. 
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22. Select from the Type of Action dropdown menu, select of the following MTA actions: 

Ğ MTA Bounce: Sends the message back to the sender. Does not send the message to the intended 

recipients 

Ğ MTA Drop: Deletes the message 

Ğ MTA Quarantine: Sends the message to a quarantine folder, where it   can be viewed and additional 

actions can be performed 

Ğ MTA Add Header: Adds a custom header to the message 

Ğ MTA Notify: Notifies the sender of a potential violation before sending the message 

 

23. Optionally re-name the action in the Action Name field. 

24. Optionally check the box next to Automatically expand first item in list when triggered checkbox if you 

want the first email attachment that triggers a policy shown in the Workshare Protect dialog box to be 

expanded. 

25. Optionally check the box next to Ensures that all action checkboxes are set when policies are triggered to 

ensure that the action checkboxes are checked for each policy trigger 

26. For MTA Bounce, configure the Attach Original E-mail and CC Recipients options 

27. For MTA Add Header, enter the header name and header text in the MIME Header Name and MIME 

Header Text fields. 

28. For MTA Notify, configure the Attach Original E-Mail, TO Recipients, and CC Recipients options. 
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29. Click OK. 

30. To raise an incident when the policy is triggered, check the box next to Raise Incident and select the 

worklist to assign it to in the worklist drop down menu. 

 

31. To publish the policy and make it effective, click Publish . Alternatively, to save the policy for publishing at 

a later time, navigate to File > Save <policy set>. 
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Additional MTA Configuration Using PowerShell 

This section provides a list of Powershell commands to configure and manage the MTA service. 

Starting the MTA 

¶ Command: 

Start - MtaServer  

¶ Description:  

Starts the MTA server  

¶ Parameters: 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax:  

Start-MtaServer [-Hostname [<string>]] [-Timeout [<double>]] [<CommonParameters>] 

¶ Example: 

Start - MtaServer  

Starts the MTA server  

Restarting the MTA 

¶ Cmdlet: 

Restart - MtaServer  

¶ Description:  

Restarts the MTA server 

Parameters: 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Syntax:  

Restart-MtaServer [-Hostname [<string>]] [-Timeout [<double>]] [<CommonParameters>] 

¶ Example: 

Restart - MtaServer  

Restarts the MTA server  
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Stopping the MTA 

¶ Command: 

Stop - MtaServer  

¶ Description: 

Stops the MTA server and prevents email sent to the MTA from being delivered 

Note: Using this command is not recommended because it prevents email sent to the MTA from 

 being delivered to the intended recipients. 

¶ Parameters: 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax:  

Stop -MtaServer [-Hostname [<string>]] [-Timeout [<double>]] [<CommonParameters>] 

¶ Example: 

Stop - MtaServer  

Stops the MTA server  

Updating MTA Settings 

¶ Command: 

Update - MtaSettings  

¶ Description:  

Provides configuration options to update the mail gateway and authorized addresses 

Note: Configuration changes using the Update-MtaSettings command are applied automatically when 

the MTA is restarted. To apply the changes immediately, use the ðApplyNow 1 parameter. 

¶ Parameters: 

Ğ -ApplyNow: applies settings immediately (optional) 

Ğ -ProcessMail: enables or disables inspection of mail (optional) 

Ğ -MailGateway: mail gateway to forward outgoing mail to (required) 

Ğ -AuthorizedAddresses: authorized local network addresses that can send SMTP traffic to the MTA 

(required) 

Ğ -ConnectionTimeout: MTA connection timeout (optional) 

Ğ -IdleTimeout: MTA idle timeout (optional) 

Ğ -MaxConnections: maximum allowed MTA connections (optional) 

Ğ -MinThreads: minimum threads allocated for MTA processing (optional) 

Ğ -MaxThreads: maximum threads allocated for MTA processing (optional) 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax:  

Update-MtaSettings [-ApplyNow [<bool>]] [-ProcessMail [<bool>]] [-MailGateway [<string>]] [-

AuthorizedAddresses [<string[]>]] [-ConnectionTimeout [<int>]] [-IdleTimeout [<int>]] [ -

MaxConnections [<int>]] [ -MinThreads [<int>]] [-MaxThreads [<int>]] [ -Hostname [<string>]] [-

Timeout [<double>]] [<CommonParameters>] 
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¶ Example: 

Update - MtaSettings - MailGateway gateway.example.com 

- AuthorizedAddresses 10.1.0.1 - ApplyNow 1  

Sets the outgoing mail gateway IP address and restricts incoming email from a single IP address 

(10.1.0.1), and applies the settings immediately. This configuration is an example of a deployment where 

all email is being forwarded from a single SMTP server. 

Viewing MTA Settings 

¶ Command: 

Get - MtaSettings  

¶ Description:  

Displays current MTA settings 

Note: If you want to change MTA settings, use Update-MtaSettings. 

¶ Parameters: 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax:  

Get-MtaSettings [-Hostname [<string>]] [-Timeout [<double>]] [<CommonParameters>] 

¶ Example: 

Get - MtaSettings  

Displays the current MTA settings   

Viewing the Number of Emails in the MTA Queue 

¶ Command: 

Get - MtaMailQueueStats  

¶ Description:  

Displays the current number of emails in each queue in the MTA 

Note: For detailed information about individual emails, use Get-MtaMailQueueList. 

¶ Parameters: 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax:  

Get-MtaMailQueueStats [-Hostname [<string>]] [-Timeout [<double>]] [<CommonParameters>] 

¶ Example: 

Get - MtaMailQueueStats  

Displays the number of emails in each queue in the MTA  
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Viewing a List of Email Details in the MTA Queue 

¶ Command: 

Get - MtaMailQueueList  

¶ Description:  

Displays a list of emails in an MTA queue, along with message ID, sender address, recipient(s), and email 

subject 

¶ Parameters: 

Ğ -Queue: mail queue to retrieve mail list from (required) 

Ğ -Hostname: hostname or IP address of the MTA server (optional) 

Ğ -Timeout: Web service timeout, in seconds (optional) 

¶ Syntax: 

Get-MtaMailQueueList -Queue {<InboundQueue> | <OutboundQueue> | <QuarantineQueue> | 

<ErrorQueue> | <RelayDeniedQueue> | <AddressErrorQueue>} [-Hostname [<string>]] [-Timeout 

[<double>]] [<CommonParameters>] 

¶ Example: 

Get - MtaMailQueueList  - Queue QuarantineQueue  

Displays information about email in the QuarantineQueue 
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Chapter 5: Configuring Fingerprinting 

This chapter provides instructions for configuring the Workshare fingerprinting service. Workshare fingerprinting 

is a cryptographic process that gives files and file contents an easily verifiable identity. For example, an internal 

intellectual property document or even a paragraph of text containing a companyõs financial information can be 

registered with the Workshare fingerprinting service, and it will always be recognized by Workshare Protect, 

even if the word order is changed or the content is cut and pasted to another file. The fingerprinting analysis in 

Workshare Protect can detect, define, and protect fingerprinted data in over 370 file types, regardless of 

language, word order, letter case, or stop words. 

Creating Content Repositories 

Workshareõs fingerprinting service includes two repository types to classify fingerprinted material: 

 

Ğ Manual for content that is manually added to the fingerprinting service 

Ğ File Share for content that is discovered by a scan of a file share. (This feature is not available for the 

Beta SR2 release). 

Ğ Workshare Protect Network includes one default content repository named Manual Registration. 

This section provides instructions for creating additional Manual or File Share content repositories. 
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To create content repositories for fingerprinting: 

1. Navigate to Management > Fingerprinting > Content Repositories. 
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2. Click Add Repository. 

 

 

3. Type a name in the Display Name field. 

4. Type a description in the Description field. 

5. From the Repository Type dropdown menu, select either Manual or File share. (File share is not available 

in the Beta SR2 release.) 


