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Chaptelf.: Introductioto Workshare Protect

Network

The followingpics are available
G Overview of Outbound Content Security Risks
G Introduction to the Workshare Protect Product Line
G Workshare Protect Premium
G Workshare Protect Network Overview
G Workshare Protétwork Components

Overview of Outbound Content Security Risks

72 Workshare

Companiegpvernment agencies and other organizations invest huge resoursesutigyeloping

policies and procuring protective technologies that point outwards at hackers, spyware, and viruses.
However, there is another aspect to content securityptitdéagiaige of information. Not only

do organizations need to worry abowabe oélvaluable intellectual property, but they must

now also deal with increased regulation and oversight of issues ranging from consumer privacy to
financial disclosure.

The isideout threat poses serious risks that have the capacity to coshugenpamisn law

suits, regulatory penalties, lost business, intellectual property infringement as well as unquantifiable
damage to that mosisable of assetgputatiomhe release of hidden information in

documents by major corporations hasi¢erbtease of financial data and company strategy and
revealed highly classified government information.

Managing the risks associated with the exchange of businessresra@aumbinuation of

policy and enforcement. All of these inadvertemedis€losnfidential hidden content could

have been avoided if the documents had been cleaned, based on content security polices, before
being transmitted outside the company perimeter. Workshare Protect protects organizations from
unauthorized conterdldssire and ensures document integrity.




Introduction to the Workshare Protect Product Line

TheWorkshare Protpobduct line includes both client and #ewedtbound content

security and compliance satdipnotect organizations freathuorized content disclosure and

ensure document intednityiding protection against loss of confidential information from mobile
devices such as laptops, removable storage devices (USB key drives and digital cameras), and
PDAs. Workshare Proteatidedi unique combination of integrated approaches to prevent

widespread privacy breaches, intellectual property leakage and inadvertent financial disclosures that
often result from dirty and dangerous content.

Workshare Protect unifies fragmented appooactbound content compliance by converting

content risk into safe information and containing sensitive information within established perimeters.
This controls confidenti al content over el ectr
perimeter.

TheWorkshare Protpobduct line
G Enforces content security policies at both the network and client level
G Provides protection for information workers using laptops, PDAs, and removable devices
G Provides enterpiiseel centralized management, audgatidge
G Provides robust content filtering techniques for multiple protocols and content types
G Provides always risk alerts to policy condition violations

G Utilizes identiased routing using LDAP integration and auditing to ensure that
sensitive contéatsent and received by only the appropriate parties with the
appropriate cure

G Provides robust client and siahegpolicy actions such as alerting users to visible and
hidden content violations, cleaning documents of content risk, SMTP btagking, conver
documents to PDF, encrypting outbound traffic and applying document rights

TheWorkshare Protpobduct line includtes following components:
G Workshare ProtBeemium and Standard versions
G WorksharProtect Network.

Theseanponents can warlependenty together to deliver the right solution, at the right time
and in the right place without crippling existing business processes.
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Workshare Protect Premium

Workshare ProtBcemiuristhe clierevel component of the Worksharet product line that is
seamlessly integrated with Microsoft Office and automatically enforces company seeusgy policy at end
workstations. Working both online and offline, WorksHarerfitotact be configured to remo
content risk, convemient to appropriate formats, and apply content rights. Rather than simply block
information flow, Workshare PRos&nturwarns and educates users {timeahbout sensitive
information and, if authorized, lets users decide how to treatWarksmaeatProtect Premium includes
the following components:

G Email remediation with block, alert, LightSpeed Clean, PDF and ZIP capabilities

G Active content channel remediationgeriticrosoft Office documents

G Batch Cleaning to quickly clean sansitivedden data from multiple files

G Packaged compliance policies for out of the box enforcement

G Removable device channel remediation for USB drives and more

G Workshare Protect Premium removable device channel remediation is not compatible with third
party masic synchronization applications and their associated devices, including Apple iTunes and
iPod. Thiyghrty devices will not be accessible if Workshare Protect Premium removable device
channel remediation is installed.

G Policy Designer for centralizedmpahagement

G Policy Manager for fast and easy policy creation

G Optional Workshare Ready! Partives, aniduding solutions from Cryptzone, Utimaco, PGP,
Rpost, and Microsoft RMS

For detailed information about Workshare Protect Premium fiextbdhelifprkshare Protect
Premium Administratords Gui de

Workshare Policy Designer

The Workshare Protect Policy Dissigo@mponent of Workshare Protect Prerpiuovidieata

centralized policy management console for the creation andfgistitdiesiodling you to translate
businesdrivencompanwide seaity policies into policy files. Policy files created by the Workshare Protect
Policy Designer are easily and automatically distributed to WorlseanaiRrudéstorksharetBed

Network engoints.

For detailed information about Workshare Policy Designer funtctidhelitprksfeare Protect Premium
Admi ni stratords Gui de

Workshare Policy Manager

The Workshare Policy Manager is a component of Workshare RratetSeaaddaud versions that
provides options to easily configure a global set of Workshare Protect parameters that can be used to
standardize the use of Workshare Protect across an organization.

For detailed information about Workshare Protect Rt@nality fuefer theWorkshare Protect
Premium Administratords Guide or. the Workshare P

Workshare Protect Network Overview

Companies, government agencies and other organizations invest huge resouccesydeoitogsng se

and procuring protective technologies that point outwards at hackers, spyware, and viruses. However, there i
another aspect to content security: th@utdaikage of information. Not only do organizations need to

worry about the raleaf valuable intellectual property, but they must now also deal with increased regulation
and oversight of issues ranging from consumer privacy to financial disclosure.

10

7?Workshare



Workshare Protect Network is the last line of defense at the network gatelVasequatyditaff with

visibility intcand policy enforcement-martent leaving the organization through network channels such as
HTTP, SMTP, FTP, IM, and Web mail. By deploying Workshare Protect Network, organizations can audit anc
control outbod traffic at the network gateway.

Workshare Protect Network monitors over 370 file formats for policy violations, including Microsoft Office
documents, emails, PDFs, and hundreds of other common file formats. Worksh&ralSwotect Networ
monitors HTTSMTP, FTM,and Webmail channels, including support for the following protocols: Yahoo Mail
Classic, MSN Hotmail, AOL Webmail, Gmail, Windows Live Mail, Hotmail via Outlook Express, Windows
Messenger, and AOL Instant Messenger.

Workshare Protect NetwérComponents

Incident Management Workflow andResiew

The incident management workflow automatically handles policy violations based on policies defined in the
Workshare Protect Policy Designer. The incident management workflow is integratad adtiitthe s

MTA, Network Monitor, policy engine and assets features of the Workshare Protect Network. Policies define
which violations become incidents in the system, and which do not. Based on these policies, violations can
automatically trigger an@are of the following actions:

G Releas®eleases the message to its final destination.

G Escalat&scalates the incident to configurable recipients, for example, security officers within an
organization.

G BounceSends a customized message to thealertiteg,them to the policy violation, and
removes the email from the queue.

G DropDeletes the message.

G NotifySends a notification to the sender and other configurable recipients, and if allowed, provides
a link to the violation so the sender cabdaatheaviolation and remediate it.

G QueussStores the message in a queadnidamistrativeviewor user sealéviewif allowed.
G CloseCloses the incident and removes it from the queue.

11
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Workshare MTA

The Workshare MTA (Mail TrAgsis) inspects outgoing email for policy violations and delivers emails
when no violations are found. The Workshare MTA also provides support for email sent from Blackberry PDA
When an email violates a policy, the appropriate action is takdyy asedjpbditsd

G BlockBlocks the email message from being sent.

G DropDeletes the message.

G BounceSends a customized message to the sender, alerting them to the policy violation, and
removes the email from the queue.

G NotifySends a notification to émeler and other configurable recipients, and if allowed, provides
a link to the violation so the sender can learn about the violation and remediate it.

G QueusStores the message in a queadniamistrative reviewuser saléviewif allowed.

G Add heast Adds a customized MIME header to the subject line of the email and allows it to be
sent.

G Create incidefireates an incident in the workflow.

BlackBerry Support

The Workshare MTA also inspects email from BlackBerry PDAs, providingcaisitilityvietcearadl

on the move. Because the Workshare MTA differentiates between regular email traffic and BlackBerry PDA

traffic, MTA actions, including block, drop, bounce, notify, queue, add header, and create incident can custon
configured foreachrF exampl e, attachments sent by regul ar ¢
attachments sent by BlackBerry may have a oquara

Fingerprinting Service

The fingerprinting service allows documents and document repositories tab®maticellly added

to a blacklist (blocking the content from leaving the network) or a whitelist (allowing content to leave the
network). A Wdtased Ul provides manual whitelist or blacklist registration and inspection of individual
documents, while Psteell cmdlets can be used to instruct the fingerprinting service to automatically crawl
and blacklist specified repositories, including Microsoft file shares.

12
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Security

Access to the components of the Workshare Protect Networkdatselendhy administraedined

group permissions. Users are manually added to the Workshare Protect Network system, meaning that only
users who need access will have it. As an additional layer of security, users have no permissions until they al
aderd to a group. Because permissions are assignedbasia,greers inherit the permissions or lack of
permissions assigned to their associated group(s). For example, if Sam is added to the HR group, which has
read and write permissions, but aledEeettyone group, which has only read permissions, Sam will only

have read permissions.

Workshare security permissions include:
G Resourelevel: access to existing work lists, reports, folders, and more
G Servicéevel: creation of work lists, assets, @nd mo

Workshare Network Monitor

Reporting

72 Workshare

The Workshare Network Mpaissivelynonitors, analyzes, and processes network traffic over HTTP, SMTP,
FTP, IM, and Webmail channels tordeifepalicy violations exist

The Workshare Network Monitor includesitimg fodlmponents:

G sniffer: The sniffer captures packets from a network card, reassembles and sorts the packets into a
session, and puts it in a queue. The sniffer can be configured to filter traffic over some protocols (for
example, only SMTP) or all@eotoc

G Protocol analyzer: The protocol analyzer parses UROs (universal request objects) from the items
gueued by the sniffer and converts them to a standard structure.

G Policy processor: The policy processor processes the parsed information fmatyther protocol
for policy violations.

The Workshare Network Monitor appliance must be dealogaglositiswitch that supports port
mirroring (SPAN) or a network TAP aggregator device (for example, a NetOptics iTAP Port Aggregator).

Reporting ptide live data analysis for visibility into network threats.

Theeporting Data Explorevides an instant view into the latest threats, walsed/e¢ports provide
more detailed visibility into threats with the use of custom filters. Reploesuted toerun at defined
intervals with customized content, aeduthe can be exported to PDF or scheduled for email delivery.
Reports data can be sorted by the following elements:

G Date range
G Egress point
G Policy set

G Policy

G Action

G Risk level

G Chanrle

Audit Service

The auditing service analyzes data from the Workshare MTA, Workshare Network Monitor, and Workshare
Protect, and resiinformation about policy violations to the reporting service.
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Workshare Protect Manager

The WorkshdPeotect Managerludes Web and-Gdded managemeottals that provides access to the
following components:

G Reporting

G Audit service

G Policy Manager

G Fingerprinting service

G Workflow management andesédwv
G Security for users and groups

14
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Chapte2: Accesmg Workshare Protect Network

TheadministrationWlorkshare Prdtdietworks done usingMebbased Walled the Workshare Protect
Managesaindwindow®owerShell CLI.

This section provides instrutionsing the Workshare Protect Mandgewarshell CLI.

Workshare Protect Networklanager

The Workshare Protect NeMaimkgeas a Welbased user interface that provides configuration options for
Workshare Protect Network reporting, incident management, fingerprinting, and usiy i group secur
following figupeovides a view of ¥erkshare Protect Manlager screen.

User Name:

Password:

TheWorkshare Protect Manaigetides four primary tabs along the top of the interface for easy access to

the main components, incl&ipgrting, Incidents, Finigéing, and ManagenTdre secondary tabs

available in the left pane change according to the selection of the primary tab, reflecting the options available
for that tab.

For example, Reportingb has the following secondary tabs available:
G DateExplorer
G Reports
G Schedules

The following figprevides a view of eportingb of th&Vorkshare Protect Manager

15
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Administrator Logout

Data Explorer

Risk Summary from Thu Oct 18 2007 Lo Fri Oct 18 2007 Hourly

B Total
Low Risk
B Medium Risk

B HighRisk

10/19/07-2:00 4:.00 6:00

(=) Last24 hours () LastWeek () LastMonth

..... Usis by Uhamnel i Lyiess Funsy il
I Network Monitor B Email
Instant Messaging
B web

Webmail

Incidents by Policy Sets for Channel(s) - All Incidents by Actions for Policy Sets(s) - All
[l confidential Information Netw
Fingerprints
[ Hidden Data Management Netw.
Human Resources Network Mon
[l outlook Webmail Precision

B Personal Identifiable Informat

Last 10 Messages

Date Sent. Sender Recipients

Fri Oct 19 1314510, 10.10.5.3:4775 10.10.0.33:80,

Fri Oct 19 13:44:0... 10.10.4.73:42832 10.10.0.33:80,

FriOct 19 13:36:0.., 10,10.5.178:4750  10.10.0.33:80,

Fri Oct 19 10:52:0... 10.10.5.186:2337  10.10.0,33:30,

Fri Oct 19 10:02:0... qaadmini3 10.10.4.100:25, d... Email message subject/b...
Fri Oct 19 09:56:0... 10.10.4,75:3335 10.10.0.33:80, Web

Fri Oct 19 09:43:0... 10.10,5.7:30842  10.10.0,33:80, web

FriOct 19 09:17:0.. 10.10.4.65:2919  65.54.171.22:80,

FriOct 19 09:16:0.., 10,10.4.61:4324  65.54.171,22:80,

View/Create Report

Logging into the Workshare Protect Manager

To log into the Workshare Protect Manager
1. Open a Web browser.
2. Typéttps:/hostnam&080dn theLocationrAddresbar.

hostnamepresestthenamehat is registered for the appliangaie 0 mp ®NSy(\When using
DHCP, this is typically theduliifiechachine name of the appliance).
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User Name: |Administrator

Password: eeessssese

3. Typeausename in thdseNamdield and password inRhssworfield.
The default administrator usernAdmiigstratand the default passwovddsksharel

4. Clickogn

If this is the first login for the Administrator account, you mustrmad adgdiss for the account.
5. ClickheManagemetub.
Thesers & Groups > Ugage appears.

6. CliclEeditnext to the Administrator username.

17
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Users
Users & Groups I

Users
Administrator Admin@local

ProtectUser ProtectUser@local

7. Type a valid email address for the administr&Mdiffitid
8. dickSave Changes

If theSafe Domaiospt i on has been set in the Synustem Web S
be a member aifie of the specified domains.

The new administrator email address appears on the Users page.

If you need to log off, click Logoutapribbt corner.

Introduction to the Workshare PrateManager

Reporting ab

Reporting a feature that provineth at-glance incident charts addpth incident repdits an

essential component of Workshare Protect Manager that enables instanteassgbn ithte tratevork

and allows administrators, security officers, and other authorized users to configure security policies based o
the findings. Reports asergml fauditing for individual risks and riskrégpaisding to andnaging

threats, ensuring regulatory compiathegalyzing network utilization.

TheReportingb includes the following tabs:
G Data Explorer
G Reports
G Schedules

18
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Data Explorer

Risk Summary from Thu Oct 18 2007 to Fri Oct 18 2007 Hourly

B Total
Low Risk
B Medium Risk

W High Riske

10/10107-2:00
Last 24 hours LastWeek () LastMonth |

@ O &

Risk Drll-Down.

s by gy s M sk avEigs) it Areniniie by Ghaunst fon cyiass Fongss mit
Il Network Monitor B Email

Instant Messaging
B web

Webmail

Incidents by Policy Sets for Channel(s) - All Incidents by Actions for Policy Sets(s) - All
Il confidential Information Netw
Fingerprints
I Hidden Data Management Netw:.
Human Resources Network Mon
Wl Outlook Webmail Precision

Il Personal Identifiable Informat

Last 10 Messages

oue sent s Recpients Fremon | one

Fri Oct 19 13:45:0.. 10.10.5.3:14775 10.10.0.33:80, High
FriOct 19 1314410, 10,10,4,73:4283  10,10.0.33:80, High
FriOct 19 13:36:0.. 10.10.5.178:14750  10.10.0.33:80, High
FriOct 19 10:52:0.. 10.10.5.186:2337  10.10.0.33:80, High
Fri Oct 19 10:02:0... qaadmin13 10.10.4.100:25, d. Email message subject/b... High
FriOct 19 09:56:0.. 10.10,4.75:3335  10.10.0.33:80, Web High
FriOct 19 09:43:0.. 10,10,5.7:30842  10,10.0.33:80, Web High
FriOct1909:17:0., 10.10.4.65:2919  65.54.171,22180,  Web High

FriOct1909:16:0.. 10.10.4.61:4324  65.54.171.22:80,  Web High

| View/Create Report |

Reporting >Data Explorer

TheData Explotab provides a Risk Summary gliaptghathat displays incidents by wiblkch is
configurably/time period. The Risk Summary graph disptageddtaidecduntgor the following
categories:

G Total, LowdRi

G Medium Risk

G High Risk
The incidents for the last 24 houksam@®onth can be displayed, in addition to all incidents or incidents
that occurred in a custom configured range.

TheData Explotab includesRisk Drilowrset of pie graphs thapldig the incidents as percentage by
risk level. The following graphs are availaRiskrDiigowrsection:

G Incidents by egress poirthdoselected risk level

G Incidentby channel fitve selected risk levelegrdss points

G Incidentby policy sets five selected risk level, egress point and channel

G Incidents by actiongHerselected risk level, egress point, channel, and policy set
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TheLast 10 Messaggaph displays the last ten incident mésstgeselected filtesbich can be
sortedby date, sender, recipients, channel, documents attached, and risk level.

Administrator Logout

Data Explorer

sk Sumistoy Som Thi Ot 18,2007 0. B Ock1 22007 ol

Total
Low Risk
Medium Risk

High Risk

10/19/07-2:00

(=) Last24 hours () LastWeek () LastMonth

UEHLE Ly Lyimes U A RSk LevEIge) Al AnLIUEIG by Channel A Lyiess Fuiegsy Al

I Network Monitor I Email
Instant Messaging
Web

Webmail

Incidents by Policy Sets for Channel(s) - All Incidents by Actions for Policy Sets(s) - All
[l Confidential Information Netw
Fingerprints
Hidden Data Management Netw
Human Resources Network Mon
Outlook Webmail Precision

Personal Identifiable Informat

Last 10 Messages

Date Sent | Sender Recipients | Risk

Fri Oct 19 13:45:0... 10.10.5.3:4775 10.10.0.33:80, Web High

Fri Oct 19 13:44:0.., 10.10,4.73:4283  10.10.0.33:80, Web High
Fri Oct 19 13:36:0.., 10.10,5.178:4750  10.10.0.33:80, Web High
Fri Oct 19 10:52:0... 10.10.5.186:2337  10.10.0.33:80, Web High
Fri Oct 19 10:02:0... qaadmin13 10.10.4.100:25, d... Email message subject/b... High
Fri Oct 19 09:56:0... 10.10,4.75:3335  10.10.0.33:80, High
Fri Oct 19 09:43:0.., 10.10.5.7:30842  10.10.0.33:80, High
FriOct 19 09:17:0.., 10.10.4.65:2919  65.54.171.22:80, High
Fri Oct 19 09:16:0.., 10.10.4.61:4324  65.54,171,22:80, High

w/Create Report
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Reporting > Reports

TheReporttab lists the available reports by name and includes a description of the report.

Reports

m Incidents Default Incidents

Clicking on the name of an ava[airiedisplays the details the reporRepthrtintb.
You can addw reports can be added by chddnBepor

21



Reporting > Schedules

TheScheduldab lists the scheduled reports by name and includes a description of the report.

Account Settings Logout Help

Reports

Incidents Default Incidents

Account Settings Logout Help

Scheduled Reports

No reports have been scheduled.

You caadd ew scheduled reptysclickingddSchedule

22
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Incidents Tab

re

Thdncident@b includgabs for eachtoth e

userds worklistt@mb as

Account Settings Logout

Oceurrad

Fw: confidential
Fw: confidential
confidential

confidential

sftesti@dev.net

4:35 PM

sf@dev.net 4:35 PM

sftest1@dev.net 4:34 PM

sft@dev.net 4:33 PM
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Incidents > AllOpenincidents

TheAllOperincidentsab dislays all opemcidentsvery worklist available to theinsleding a
description, channel, sender, and the date and time the incident occurred.

Account Settings  Logout

Help

Fw: confidential

Fw: confidential

confidential

confidential

Email

Email

Email

Email

sftesti@dev.net
sf@dev.net

sftesti@dev.net

sft@dev.net

4:35 PM

4:35 PM

4:34 PM

4:33 PM
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Incidents > WorklistTab

Each worklist tdisplays incidents that have been asstgaegadicular worklist

Account Settings Logout Help

There are no incidents.

Conflict Worklist

Worklist tabs include the followirzatgories:
9 Priority Incidents

Priority incidents are incidents that have been
closed.

9 Openncidents
TheOpen Incidenéd displays the incidents that have not been marked closed.
i Closed Incidents

TheClosed Incidetdb displays the incidents that have been marked closed.

25



Fingerprinting Tab

re

The Fingerprinting tab includeddlerfy tabs:

G Manage Content
G Register Content
G Whitelist Content
G Inspect Content

Manage Content

Account Settings

Logout

Content Name

Repository

Categories

Expired Documents

Human Resources
Sales

Intellectual Property
Financial

Include Expired Documents

| Ciear | scarch

26
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Fingerprinting > Manage Content

TheManage Contéab provides the ability to search previously fingerprinted documents by content
name, repository, oegaty

For more information on configuring repositories and categories, see Management > Fingerprinting.

Account Settings Logout Help

Manage Content

Content Name
Repository

Categories Human Resources
Sales
Intellectual Property
Financial

Expired Documents Include Expired Documents

[ ciear f search

When fingerprint content is discovered, it can be viewed,sitl&ted, foture expiration date.
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Fingerprinting > Registe€Content

TheRegister Contégid provides the ability to add content, either files or text, to a specific blacklist
repository. Content added to the blacklist is not allowed to leave the network.

& Workshare

Register Content

Content Name
Repository Manual Registration +

Categories Human Resources
Sales
Intellectual Property
Financial

Expire this content? ® Never O On Specific Date
2/23/2008 =

Centent @File OText

Browse..

[ suort |

Content registered to the blacklist repositsydd by custom or default categhdidisionally,

content fingerprints candydigured to expire on a specificsdaieh&xpire this contesg®ting.

This unique feature is invaluable in steméviog data that needs to be blacklistgmb&ifiexd

period of time. For exarapenizationsust safeguard yead financial reports in advance of official
earnings announcements. By fingerprinting financial data and configuring the blacklist to expire on the
date of an official earningscaipanies can rest assured that thgndatae made public until the

time is right.
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Fingerprinting > Whitelist Content
Thewhitelist Conteab provides the ability to add content, either files or text, to a specific whitelist

repository. Content added to the whitelidtlmcked by Workshare Protect NEhigik
particularly useful for document templates that appear in bicdihatlassiéissified documents.

Account Settings Logout Help

Whitelist Content

Repository Manual Registration v

Content OFile @Text

Content registered to the whitelist repository can be associated with a specific repository.
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Fingerprinting > Inspect Content

Thenspect Contéabenables yda inspect the content of specific dodomasitcy violations in
default or custom content categories, which are configusethiyetinetdb.

Inspect Content

Inspect Document

Search in

— All Categories —

[ suomit

No content was found.

Management Tab

TheManagement Tiabludes the following tabs:

T Users & Groups
G Users
G Groups
G Global Settings

9 Reporting
G Global Settings

T Incidents
G Worklists
G Global Settings

9 Fingerprinting
G Content Categories
G Content Repositories
G Global Settings
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72 Workshare

Management > Users & Groups

Thesers & Grougb provides the ability to add, delete, or modify users and groups in the Workshare Protect
Network Manager. Groups can have custom permissions and users added to groups inherit those permissior

Users

Administrator Administrator@local

ProtectUser PratectUser@local

9 Users & GroupdJsers
TheUsergab provides the aptit add, delete, or modify users.
9 Users & Groupssroups
TheGrouptab provides the ability to add, delete, or modify groups.
9 Users & Groups > Global Settings
TheGlobal Settingdh provides the abilityoiafigure global settiogd)sers & Graups
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Management > Reporting

TheManagement > Reportalgenables yoio configure global settingsefmrting, including allowing or
denyingsers from reading, creating, editing, and deleting reports.

Account Settings Logout Help

Reporting Global Settings

Reporting
A — | permesions

Administrators

Guests
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Management >Incidents

TheManagement n¢idents > Workligthenables yda ald, delete or modify worklists.

WorkLists

Conflict Worklist

Catch All worklist

T Incidents > Global 8egs

TheGlobal Settingdenables yda configure global settiogincidents
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Management > Fingerprinting

Theringerprintiteh provides the ability to add, delete, or modify content categories and content repositories
that are used in friagerprintitep.

Account Settings Logout Help

Incidents

Content Categories

Human Resources Human Resources Documents
Sales Sales Documents
Intellectual Property Intellectual Property Documents

Content Categories X X
Financial Financial Documents

9 Content Categories

TheContent Categotis provides the ability to add, delete, and modify content categories. Content
categories are used irFthgerprintitep.

9 Content Repasies

TheContent Repositotésprovides the ability to add, delete, and modify content categories. Content
remsitories are used inRimgerprintitap.

9 Global Settings

TheGlobal Settingd provides the ability to configure globalfgeingerprinting
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Workshare Protect Policy Designer

The Workshare Policy Desiggigles yoto cofigure conditions that messages must meetdticaliypm
trigger MTA actions, as welbagditions that messages must meet to automatically trigger Network Monitor
loggingThe following figprevides a view of the Policy Designer.

B4 Policy Designer E||@E|
Fle Edit Tools Windows  Help

P0- 5 %

Confidential Information Active Content Channel Policy (C:\Documents and SettingsiaurenpiMy DocumentsiM... El

all: Help | Select Policy language:  English -

clive Content Channel
=% Full Document Restriction Policy
=% External Document Restriction Policy

POLICY DETAILS

The follawing descriptions will be displayed when the Palicy s tiggered.

Short Description:

Confidential and Financial Information Policy

Lang Description

This content security policy protects organizations from the unauthorized
disclosure of confidential and financial information. Examples include
intellectual property, government contracts, customer lists, merger
information, and acquisition detalls, Access ta this information by
non-trusted parties can cause detrimental financial, legal, and public
reputation Consequences,

Lewel of Auditing: _N one >
Block On Execution Emar

s
v

Status

Foiinstructionsn installing tkéorkshare Policy Designer, refenoritsharerotect Deploym@nide

For information abmutfiguring the MTA actions on the Policy Designeépnideritmailllransfer
AgentActions ithePolicy Designer

For information about configuring the Networlolyngor the Policy Designer, reBarmfiguring
Network Monitor Logging in Policy Designer
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Windows PowerShell

Window®owerShell is a CLIghatides configuration options for Workshare Protect Network incident
management, fingerprinting, and user and groupteetultawy figurprovides a view of tmdows
PowerShell.

& Windows PowerShell [_ O]
Mindows PowerShell
Copyright <(C> 2886 Microsoft Corporation. All rights reserved.

PS C:\Documents and Settings\Administrator> _

Launching Windows Powaifon the Appliance

PowerShell is installed on the Workshare Protect Network appliance.

TolaunchiProwerShétbm the Workshare Protect Network apgdiablaglick the P@xShell icon on the
desktop.
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Installing Windows PowerShell for Remote Administration

PowerShell can be installed on a laptop or other workstation for remote administration of the Workshare
Protect Network appliance.

Note:Remote administration of the Workshare Protect Network appliance can only be done after initial
PowerShell configuration on the appliance. For instructions for initial configuration on the appliance, refer to
the Workshare Protect Network Getting@tateed

To install Windows PowerShell

1. On aomputer thgbu want to use to remotely administer the Workshare Protect Network appliance
using PowerShell, launch a Web browser nawigateitrosoft.com

2. Downloadnd install the latest version of Windows PowerShell as described on the Microsoft Web site.
3. Download the WorksharePowerSifetliomthe Workshare welasttas location:

http://www.workshare.com/downloads/productshetetedt/MS|/rsownload.aspx

Using Windows PowerShell

7?Workshare

Workshare Protect Network includes custom PowerShell commands, tredtechonheletsed to
configure the MTA, Network Mdriibgerprinting, and security components of Workshare Protect Network.

Fodetailed information about the Workshare Protect Network cmdletshagfier o thés guide that
corresponds to the compdhatytou are configuring. Cmdlets ar@listesie chapters when applicable.

When PowerShell is launalvealys type the following command once before using any other cmdlets:
set - executionpolicy unrestricted

Before exiting PowerShell, always type the following command:
set - executionpolicy rest ricted

To remotely administer the Workshare Protect Network services after initial configuration, launch PowerShell
on a remote administration computer, ghd fgpewing eonangdwherévitaServias the service to

connect taomputernarigethe futlqualified computer name or IP address of the Workshare Protect

Network applian&anis the username @agdsword128the user password:

Connect - MtaService i hosthame computer name - UserName
Sam - Password password123

SeeAppendix B: PowerSPathmandsr a list of PowerShell cmdletsabhatcorresponding Workshare
Network Managsgtions
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Chapter :Xonfigurin§ystem Settings

The followinggics providiestructions ftreconfigurationtbeWorkshare Protect Network appliance.
Most of the settingave alreadpnfigured durthginitial deployment of the Workshare Protect Network

appliance

About theSystem Settings

You can hasecess tdhe System Settings page by navigatipg:t6<hostname=1443From a Web
browserYouare prompted provide the username and password for an administrative user on the
appliande this is a Windows user accoumioaaeh accouthiat has beereated for the Workshare
Protect Network Management Console.

System Settings

Yiew All

If you have also installe8dfftevare ptlats utility, théhe Software Update icon is added.

System Settings

Database Database
Connection Archiving

o
10

Remote Date & Time
Desktop

R

Software
Updates

Reporting

li |
(1!

Machine
Settings

SMTP
Settings

Iy
|G s

Backup &
Restore

T {
>
User Session State
Feedback Server

System
Diagnostics
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Configuring the SQL DatabaSennection

Beforgrou can usiorkshare Protectidik, you must configheedatabase connectimsthen create
the default assets

To setip theSQldaabase connection

1. Inthe Workshare Protect Network System Settings padeatelidsthSeticpn.

System Settings

View All » Database Connection
Server Name

Instance Mame [optional]

Database Administrator Username
Required to make changes to

the database. This

information is not stored. Passwiard

Test Connection

Database Settings

Database Name Protect
The database to be used by

Protect Metwark, If the

database does not exist it will

be created.

Database Account Username

The account to be used by ProtectUser

Protect Metwark, If the

account does not exist itwill  Password

be created. TP,
Confirm Passwaord

Default Assets Assets were created on 10/10/2008
Create default policy sets and

assets on the current

database.

< Return to System Settings

2. Type the server name iS¢neer Nanfield.

Wheryou usthe provided S€tver, be sure to use (local) and not localhost.
3. Optionally type the server instance nanmstatice Name (optidiet).

4. Type the database administrator user naass\wsortipn tfizatabase Administrator Useanaane
Passworiields.

It is recommended that you usaalceount. Although these credentials are not stored anywhere, they
are required to create the Protect Network database and user account.

5. ClickTest Gnnectioto test the server connection.
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6. If the testis not successful, verggrer name, instance nadministrator account credentials,
and try again.

7. Type the name of the database to be used by Protect Nébatakasahdarfield.
If tre database does not existaiitomaticatiyeated.

8. Type the database account credentials to be used by protect Neatairkse thecount
Usernantéeld anthePasswordndConfirm Passwbedds.

If the account does not ekistautomatlly created
9. CliclApply Settings
It may take several secbddg the settingareapplied.
10. CliclCreate Default Assets
The Create Default Assets butt@ppedsrwhen the database beersuccessfully configured.

11. Click th¥iew Alink to return to the System Settings page.

Managing the Size of tHeatabase on th#/orkshare Protect Network

You can set up the primary database as a local database on the Workshare Protect Network or on another
server. If you set up the primarpsataba local database on the Workshare Protect Network, it is strongly
recommended that you regularly archicaléras from tleeal database twogheMicrosoft SQL Server

oranOracle databdsecausenly a limitedimber @vents andciderstare supported on the local

databaséf you are not already archiving incidents automatically, you may want to start this process as you
begin to have more than 100,000 incidents stored in your local or primary database on the Workshare Protec
Network.

You can set up a schedule that automatically archives incidents at a specified interval. However, you can als
archive incidents on demand. Should you need to restore incidents, you @amudihis@aCideat
has been restorgdannot bardivel for the second time

Note:Any incident that you archive is no longer secure or encrypted. You need to secure or encrypt all
archived incidents.

Configuringhe Database Archive Settifogghe First Time

72 Workshare

If you want to manage the size of tlatabake by archiving incidetdmaticallyou need to:
I Setup a schedule to automatically archive incidents

9 Specify criteria on how you want to archive incidents

9 Establishannection between the local database and troatmrksm

Toconfigurthe database archive settorghe first time

1. Go to the Protect Network System Administration web site
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2.

P ®

o

In theDatabase Archiviogtrol paneadlick the Settings tab.

System Settings

A Archiving has not been configured.

Settings

Sf:hedule Sunday | |12:00 AV >

Incident Criteria

Incident Status

Incident Age (Days)

Archival Method [Remove Entire Incident  ~]

Server Type Microsoft SQL(tm) Server 'I

Server I

Database (optional) I

User Credentials

Additional Connection Properties

On the Settings tab, under Schedule, select the day of the week omtthiengfouenwacidents.
Select the tinvehenyou want to archive incidents.
Under Incident Critariehive incidents thrat closed.

Type the age of an incident that you want to archive.

You can specify the age of an incident in days
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7. Select the drival method that you want to use to archive incidents.

All the metadata are saved regardless of the options that you select. You can select one of the following:

G Remove Entire Incident

If you select this option, only the contents are archiviedidendttf@mains in the management
system. Archived incidents are labeled as archived. You can no longer view the original contents of
the message.

G Remove Incident Contents

If you select this option, the entire incident is archived and remaveiddraméragement
system. This is the default option.

8. Under Data Connecsielecthe type of databasevethat you want to ushen archivintidents.
You can select one of the following server types:

G Microsof6QE Server

You can use aMlicrosoft SQL Server version.

G Oracle

You can use Oracle version 9.0 or later.
9. Type the IP address or host name of database server in the Server field.

10. Optionally type the name of the database or database instance in the Database Name field.

If a user Babeen assigned to conoecspecific database, then the setting in this option can override
the userds default database connection.

11. Type the user name of the backup database server in the Username field.
12. Type the password of the backup databagetberRassword field.
13. Type any additional connection properties in the Additional Connection Properties field.

14. CliciDownload Remote Schem#&oSQlate the schema file.

If your database administrator has already set up permissions to alPretésdidehacek to

create tables, then you do not need to run this script. Otherwise you need to download the schema file
and run the scripbu can only perform this step after you have completed the initial setup and after the
schedule has been saved.

15. dickApply Settings

Incidents are now automatically archived based on the interval that you have specified.
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System Settings

Incident Criteria

Incident Status

Incident Age (Days)

Archival Method

Server Type

Server
Database (opticnal)

User Credentials

Additional Connection Properties

=l|2:00am +]

Sunday

[

IRemove Entire Incident j

[Microsoft SQL(tm) Server x|

| s1-dbbuild-01

[ArchiveDb

|ProtectServerUser

timeout=180)
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Archiving Incidents on Demand

You may want to archive incidents on demand to reduce the size of the local database.

To archive incidentsemahd:

1.
2.

W

Go to the Protect Network System Administration web site
Under Database Archiving, click the Settings tab.

On the Settings tahder SchedutéckArchie Now

Click the Archives tab.

View the information about the latest set of incidentthet just archived.

Enablingncident Archiving on the Workshare Protect Network

re

If you need to enable archiving on the Workshare Protet¢Neiwalikatiled it, yougeaekly do so.

Toenable incident archiving on the Workshare Protlect Networ

1. Go to the Protect Network System Administration welicBatatthse Archiving
2. Under Database Archiving Arigdaling Archiving
System Settings
View All » Database Archiving
A Scheduled archiving is disabled. Use "Archive Now" to create
archives.
+ Last Run: 11/16/2008 12:00:07 AM (0 events processed, 0 bytes transferred)
Archives
1171672008 12:00:07 AM
0 processed, 0 bytes transferred
< Return to System Settings
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Disabling Incident Archiving on the Workshare Protect Network
If you need to disable archiving on the MWé&hkathat Network after you enabled it, you can quickly do so.
To disable incident archiving on the Workshare Protect Network:
1. Go to the Protect Network System Administration welicBatatthse Archiving
2. Under Database ArchivingDdblingArchiving

System Settings

Il > Database Archiving

@ Schedule archiving is enabled.

Archives
11/24/2008 4:10:51 PM

Restore
56 processed, 466 KB transferred ____I

11/24/2008 4:01:20 PM
0 processed, 0 bytes transferred
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Viewingnformation about Events, Incidents, afththbase Archive Schedule

You may want to view information about the database archive schedule, such as the date and time when the
database s&£heduled to bechived again. In add@icheckmark also indicates whether or not database
archiving is enabled or disabled. Finally, the following information appears:

i Dateandtime when the database was last archived
T Numbeof events that you have last archived

9 Numbeof bytes that have bemmoved frotine primary datab&sthebackugatabasehen you last
archived incidents

Information about each time that the primary database on the Workshare Protect Network was archived,
including any incidents that have been processed

To vievinform@on about events, incidents, and the database archive schedule
1. Go to the Protect Network System Administration weliciBasatthse Archiving

2. Inthe System Settings dialog boxDartalegise Archivitligk the Archives taitess already
appears

System Settings

View All » Database Archiving

iving i Disable archiv
@ Schedule archiving is enabled.

o Next Run: 11/23/2008 12:00:00 AM
e Last Run: 11/16/2008 12:00:07 AM (0 events processed, 0 bytes transferred)

Archives

1171672008 12:00:07 AM
0 processed, 0 bytes transferred

< Return to System Settings
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Restoring Incidents

You may want to restore a record that includes a certaffoincatesearch for the archived incident in
your database and then restore it on Workshare Protect Network.

To restore incidents:

1.
2.

Go to the Protect Netwgste®h Administration web site anDatatbase Archiving

In the System Settings dialog box, under Database Archiving, click the Archives tab unless it already

appears.

Highlight the archive that includes the Archive ID that you want to restore.

Yoweed to search for the specific incident in your database.

CliciRestore

System Settings

iew All > Database Archiving

@ Schedule archiving is enabled.

Archives
11/24/2008 4:10:51 PM
56 processed, 466 KB transferred

11/24/2008 4:01:20 PM
0 processed, 0 bytes transferred

System Settings

> Database Archiving

Schedule archiving is enabled.

Archives
11/24/2008 4:14:11 PM
56 processed, 466 KB transferred

11/24/2008 4:11:02 PM
0 processed, 0 bytes transferred

11/24/2008 4:01:20 PM

0 processed, 0 bytes transferred

Disable Archiving

Disable Archiving

Restored 11/24/2008 4:14:11 PM
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ConfigurindgReportingSettings
The reporting feature is configured by default andedmb®riaze changed.

WARNING he reporting default values should generally gethentéssynaed to configure
distributed deployment.

To configure reporting settings:

1. Click thReportinigon.

System Settings

1|l > Reporting

| Reporting Settings

‘Windows Username ProtectSemnverReports

Password TRsssREssRTRERERRERT

2. Typehe usename for a local Windows user with administrative priviiedawshdsername
field.

3. Typehe password for the administrative usernarifassviiogield.
4. CliclApply Settings

5. Click th¥iew Alink to return to the System Settings page.
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ConfiguringSMTP Settings

You must configheeSMTP settirlgefore you can use Workshare Rietigotk.
To configure SMTP settings:
1. Click th8 MTP Settinigen.

Host Hame localhost
[25
Webmaster Email pairadm@wsdev. net

Allowed Doniaing |*

2. Type the SMTP host name litogidNamigeld
3. Type the SMTP port numberRoitfield.
4. Type themail address of @ebmagtrin theWebmaster Enfasld

5. Type the name of thmdinn theAllowed Domaiieldto allow domains for user registration and
incident sharing

An asterisk (*) allows all domains. Separate multiple domains with a semicolon. Notification emails are
only sent to addresses that have been typedliotoetdedomains field

6. CliclApply Settings

7. Click th¥iew Alink to return to the System Settings page.
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ConfiguringJser Feedbackettings

Beforgrou can usiorkshare Protect Netwarkmust configtine user fedback details.
Toconfigurtheuser feedbaskttings

1. Click th&lser Feedbachn.

System Settings

Al > User Feedback

. LUser Fesdback Sattings

Feedback Email |Protect Feedback@workshare. com

Decrypt Password [worksh@re1

2. Type the email where user feadbbacktedh theFeedback Enfiaild

3. Type the password to decrypt the compressed log files attached to feedback Dexsgages in the
Passworfield.

Passwords are needed betizlsey files are attached to Feedback Emails.
4. CliclApply Settings

5. Click th¥iew Alink to return to the System Settings page.

Configuringsession State Servé&ettings

The session state server is configured bgndidenyt needs to be configured in certain deployments.

Note The Session State Server default values should generally not be changed tontessigare
a distributed deployment.
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To configure session state server settings:

1. Click th8ession S&Servacon.

595
26LAGL YOqLERE 1550074

200U 2BLAGL 2REEUER

W[ > 2822{0U 24248 2BLABL

2h2rsl 2erpIuB2

2. Type th# address in Berver Addrefssldto specify a custom session state server. address
3. Typetheport numbén thePorfieldto specify a custom session state server port

4. CliclApply Settings

5. Click th¥iew Alink to return to the System Settings page.
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ConfiguringRemote DesktoBettings

The remote desktopiisgs are configured by defeukr@lyoushould ndiave to change them
Note The Remote Desktop seténglitedby defaulina does not usually need to be disabled.
To configure remote desktop settings:

1. Click thRemote Deskiiopn.

System Settings

All > Remote ktop

| Remote Desktop Settings

Remote Desktop Enabled =

2.  SelectEnabl&éom th&kemote Deskidyppdown menu

3. If you wanotdisable remote desktipingsselecDisable
4. CliclApply Settings
5. Cli& theView Alink to return to the System Settings page.

Synchronizinghe Date and Time on Workshare Protect Network
clients, and a Network Time Protocol Server

Younustconfigure the date and tinteedorkshare Protect Netapptiance connect ta server in

your corporate network that setsTimieally an NTP server is installed on the same computer as the
Windows Domain Contr@lliemts need to synchronize with the corporate server thiitsets isree

time differencerabre than five (5) minutes between the Workshare Proteqip\atvearida client,

the client can no lordmxnload policies or upload incidents. Therefore it is recommended that you
synchronibeth the Workshare Protect Neapplikncand thelient with AITRerver.

Setting up synchronization betweeforkshare Protect Netwagpliance and a Time

Server

7?Workshare

Toset up synchronization beta®éorkshare Protect Netappliance aadimeserver:
1. Click the Date & Tiroa.

2. Inthe System Settings dialog box, under Date & Tirhestymemntieeof the NTP server in the
Hostname field in the Network Time Server area

3. Type the port number of the NTP server in the Port field in the Network Time Server area.
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Clicksync Now

Thetime and date of both the Workshare Protect Network and the NTP server are now synchronized.

Clickrest Connection

If the test connection fails, verify the host name and port number of your NTP server.

CliclSave Date & Time Settings

Setting the datend tme manually dheWorkshare Protect Netwagpliance

You can set the date and titie@/orkshare Protect Netwmkually. However, it is recommended that

you synchronize the date and timethéV/ofkshare Protect Network with a NetveoRedtimaol
server.

To set the date and tinamuallgntheWorkshare Protect Netappliance

1.

2.

Click the Date & Ticpae.

In the System Settings dialog box, under Date & Tindet¢gipd tireén theManual Time Update
field

System Settings
Wiew All » Date & Time
Date & Time S
Appliance Time Tue Oct 28 00:00:00 2008 (Pacific Daylight Time)

Client (Browser) Time Fri Nov 21 16:05:39 PST 2008

Network Time Server Hostname
The time server must be
available to the appliance.

pool ntp.org
Port
123

Sync: Mow | Test Connection

Manual Time Update 10/20/2008
thanually update the appliance

time. Provide time in 12 or

24 hour format and

(optionally] dates as

s dds iy,

<= Return to System Settings

Use this formatdet the datenn/dd/yyyye.g., 10/28008.
Usethis format to set the time for arZ4hour formghh:mm:3se.g., 15:20:00

On the Settings tabder Date & TimlekSave Date & Time Settings
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6. The time and date are automatically uptti@tégpliance Time area.

System Settings

View All » Date & Time

Date & Time

Appliance Time Wed Oct 29 00:00:00 2008 (Pacific Daylight Time)

Client (Browser) Time Fri Nov 21 16:08:16 P5T 2008

Network Time Server Hostname
The time server must be
available to the appliance,

pool ntp.org
Port
123

Sync Mow | Test Connection

Manual Time Update
ttanually update the appliance
time, Provide time in 12 or
24 hour format and
[optionally] dates as
i/ dd iy

< Return to System Settings

7. Clickiew Allo return to the System Settings page.

Configuring Machine Settings

You can configure the name of the computer name and the host name fonttreedpathime

Settings pagdoweveroy only need todifp the Machiettingd the computer name, domain, or
external name has been changed.
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To configure machine settings:

1. Click thachine Settinigen.

System Settings

= Machine Settings

Computer Name Full Computer Hame

sf1-devapp-01.wsdev.net

Computer Mame
sf1-devapp-01
Primary DNS Suffix
wsdey net

https: /7 protect02 wsdev.net

name use
"e 0N the
the install

® DNS entry found for protect02.wsdev.net
# Valid with installed S5L certificate (*.wsdev.net)

Connection URLs Mhanazement Conzole

https: / fprotect02.wsdev.net: 1080

System Settings
https:/ /protect02.wsdev.net: 1443

Enabled ~

The current computer name displayBuln@emputer Name
2. Type the name of the computerGoitiyguter Narfield.
3. Type the Primary DNS SuffixPrirteey DNS Suiéikd.

4. Type a hosame for the appliance that matches the installed SSL cerimaltaringidostname
field.

Two indicator lightplig if the hasame resolves to the appliance aisrie installed
certificate.
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When you use the computer name as the appliaace hitet hasaime does not resolve in the

DNS until the appliance has Istafede The indicator light dispgdysntil tha@pplianceas been
restarted.

i Hos'mm https: /7 protect02 wsdev.net
# DNS entry found for protect02.wsdev.net
# Valid with installed SSL certificate (*.wsdev.net)

Connection URLs Management Console
https: / /protect02.wsdev.net:1080/

tem Setting

https: / /protect02.wsdev.net: 1443/

If thehost name for the appliance that yoistygtadceptable, the indicator lights appear red.

Appliance Hostname

Unique name used to identify https: /4 ST1-DEV-03.dev.net
the appliance on the network,

Must match the installed SsL @ 5F1-DEV-03.dev.net does not resolve to this machine
certificate. @ Not valid with installed SSL certificate (*.wsdev.net)
Connection URLs Management Console

https: //5F1-DEV-03.dev.net: 1080/
Swstem Settings
https: //SF1-DEV-03.dev.net: 1443/

WherBrowser Redirecimmableganyweb requests to the Management Console that use an IP
addreséor DNS alias) are redirected to the supplied host name.

CliclApply Settings

Click th¥iew Alink to return to the System Settings page.




Configuring@ackupandRestoreSettings

You caoreate backupsconfigratioriilesorrestorgrevioushyreated backups of cardigpriileson the
Backup & Restore pdgeveverpoy only need to Backup & Restefeen yoareate or restore a backup.

To configure backup and restore settings:

1. Click thBackup & Restiocan.

System Settings
> Backup & Res

Create Backup Backup No

Local Backups Mo backups have been made.

Restore from Remote Backup Upload & Restore

2. CliclCreate Backigpcrate a backup.

System Settings

View All » Backup & Restore

Create Backup

Local Backups DATE PRODUCT WERSION

Select a backup to restore, or

export for remate backups. 1?fl63;2102; Protect Server 6.0.0.0 Expart | Restare
1?’2;2102; Protect Server 6.0.0.0 Expart | Restare

Remaote Backup

Restore from Remote Backup [W] I Upload & Restare
Provide a backup file that has

been exported from a
cormpatible Protect Network
appliance.

The Date and Product Versionsdispleseated backup file.
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3. SelecExporand save the selected backed up config file to a location of your choice.

Itis recommended to hgzkonfig files anytime modifications have beenuptaddesrare about
to be made to the system. Export the backup file to a location that is frequently backed up.

4. Restoe a previously created backup by selecting one of the following actions
G Restore the desired bauokerbnfig file by seled®agtorenLocal Backups.

G dickBrowseo locate a backup file
G dickUpload & Restore

5. CliclApply Settings

6. Click th¥iew Alink to return to the System Settings page.

Viewing Diagnostic Information

You can view diagnostic information in case youakedtisimfiormation available to the Support at
Workshar&.ou can view the settings for the computer, the network andginas setll as the status of
anyhealttservices

58

7?Workshare



Toviewdiagnostic information:

1. Click th8ystenbiagnostics icon.

System Settings

» System Diagnostics

tachine Sett

Machine Name
External Name

Used by inbound service
connections,

$SL Certificate

The domain for which the
certificate is registered,

DHCP

MAC Address

IP Address

DNS Hostname

The name registered with the

DN servers and visible o
client machines.

DNS Alias(es)

additional names registered
with the DNS servers and
visible to client machines.

Time Settings

Server Date/Time

Client (Browser) Date/Time

Web Services

Windows Services

sf1-devapp-06.wsdev.net

sf1-devapp-06.wsdev.net

*.wsdev.net

Enabled
00:15:5D:04:19:19

10.0.4.171

None found.

Wed Nov 26 15:28:53 2008 (Pacific Standard Time)

Wed Nov 26 15:28:55 PST 2008

& MtaService

& AnalyticsService

& AssetService

& AuditService

+ ForensicsinspectionService

» ForensicsRegistrationService
¢ MembershipService

» PolicyProcessorService

* ReportingService

» WorkflowService

» ArchiveService

» Protect Server Connector Management Service

* Protect Server Connector Service
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ApplyingSoftwareUpdates

The Software Umatapage provides options for applying software updates shamiPygte&t
Network appliance.

To apply software updates:

1.

2.

dick theSoftwaréJpdatekon

System Settings

View All » Software Updates

Updates

Your system is up to date.

o Last Checked at 10/13/2008 3:00:08 AM.

< Return to System 5ettings

CliclCheck Now manually check for updates.
If an update is availabldptloavingnessagappears:

There are new updates available for your system

System Settings

Wiew All = Software Updates

Updates (2}

New updates are available.

e Last Checked at 10/13/2008 6:56:40 PM.

+ Workshare Protect Hetwork and Management Console Download
6.12.5223.551

This updates contains fixes since the release of YWorkshare Protect
MNetwork and Management Console 6.0 Service Release 1 More »

+ Workshare Protect PowerShell Snap-ins 6.12.5223.551 Download

This update cantains several fixes released since Warkshare Protect
Powershell Snap-ins 6.0 Mare =

< Return to System Settings

CliciDownload
Depending on your connection speed, it may take a while for the update to download.
Clekinstall Update

Depending on yoomnection speed, it may take a while for the uysdalle to

60

72 Workshare



re

When the update is installefhltberingnessagappears:

Your system is up -to - dat e.
5. dick thesettinggabto configure update settings
System Settings
View All
Settings
Automatic Updates 1 Download and install updates automatically.
7 Download updates and email me when they're ready.
1 Email me when updates are ready, but do not download them.
@ Do not check for updates.
Update Schedule Weekdays ~ 3:00AM -
Notification Email(s)
SMTP Server
SMTP Port 25
Webmaster Address admin@local
< Return to System Settings
6. Checkhe radio button next to one of tharfglimutomatic update settings:
7. Download and install updates automatically
When this is selected, Workshare Protect &lgtwoakically downloaas installgpdateas they
become availalimtification emailesent when updates are applied.
8. Download updated amail me when theg seady
When this is selectdthrkshare Protect Network automatically downloads updates when they are
availabland sends a notification email to the configured email address(es).
9. Email when updates are readig bot download them
When this is selected, Workshare Protect $éatdseknotification email to the configured email
address(es) when updagesmavailable
10. Do not beck for updates
When this is selected, Workshare Protect tteranatkautomially check for updates
11. From thelpdate Schedd®pdown menus, select the day and time that Workshare Protect Network
checkforsoftware updates.
12. Type the email address(es) for notificatidvoiifitetion Emaifigldif you want to be notifigd
emdiwhen updates become available
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13. Type your SMTP server IP addre Ml Eh8enviegld.

14. Type your SMTP port iSMEP Pditld.

15. Type the email address the notification email will comeWWebmiagter Addréissd.
16. CliclApplySettings
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Chapted: Configuring MTA

This chapter provideslletor configuritigeWorkshare MTFhe Workshare MTA (Mail Transfer Agent)

inspects outgoing email for policy violations and delivers emails when no violtiesaresfoaihd.

violates a policy, the appropriate action is taken as dictated by the policy: Block the email, drop the email,
bounce the email, notify the sender or another party, quarantine the email, add a header to the email, or crea
an incident. Theishare MTA also provides support for email sent from Blackberry PDAs.

Configuringhe MTAService

72 Workshare

The MTA service is didddylelefault and must be staeétte it can be configtired MTA appliance,

when deployed in an all in one or distiéplitgchent, is typically installed between a mail server, for

example, Exchange Server, and an end point, for example, a mail relay. The MTA must be configured to forw
email to the IP address of the end point, and it must be configured to affiefioMidduthorized

address(es) of the email server or other source of SMTP traffic.

NoteBefore you configure the MTA appliance, you need the IP address of the end point and the IP address c
IP address range of the mail server or other aotiroszeaf SMTP traffic

Tostart andonfigurtheappliancas an MTA
1. launchlihePowerShelesktop icon.

2. At the Powen8ll command, type
set - executionpolicy unrestricted

3. Type the following command to restart PowerShell:
Powershell

4. To connect to th@Mservice, type the follogamgmand

Connect - MtaService 1 username Administrator T Password
workshare

5. Type the followtgmmantb test your MTA connection:
Get - MtaSettings

If you see a list of MTA settings, you have successfully connected Wicthe MTA ser

PS C:\Documents and Settings\Administrator> Get—MtaSettings

True

2800800
{18.8.4.0/24>
2808006

ProcessMail
MailGateway
ConnectionTimeout
AuthorizedAddresses
IdleTimeout
MaxConnections
MinThreads
MaxThreads

The new settinggpea

6. Type the following comnaset the MTA s&m® to automatic

Set-Service AProtecMTASenrwiece 0
StartupType Automatic

7. To configure the MTA settiyis the followingplacing x.x.xx with SMTP host namiPor
address @ind poirand <x.x.x.x/xx, X.Xxwith an allowed subnet and/or individual IP address(s)
from the mail server or other sources of SMTP traffic
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Update - MtaSettings - MailGateway  <x.X.X.x> -
AuthorizedAddresses XXXXIXX, X XXX > - ApplyNow
1

Before exiting Windows PowerShell, type the following command:
set - executionpolicy restricted

Exit PowerShell.

To remotely administer the MTA service after initial configuration, launch PowerShell on a remote
administration computer andhggdellowing konangwhereomputernarisethe fully qualified

computer name or IP address of the Workshare Protect Netw@rérapydiatstheNindows
Administratosername amarksharie thedefaultWindowadministratpassword:

Connect - MtaService 1 hostname computername - UserName
Administrator - Password workshare

Configuring Mil TransferAgentActions inthe Policy Designer

Using the Workshare Policy Designer, you can configure conditions autdvizaltiCediysitygeyent
(MTA actions, including MTA Bounce, MTA Drop, MTA Quarantine, MTA Add Header, and MTA Notify.

7?Worksha

SeeheWorkshare Protect Deploymenfdginflamation about installing the Workshare Policy Designer,
including how to configure the Policy Designevitto Workshare Protect Network

SeetheWorkshare Protect Policy Administratitor Géndeation about advanced Policy Designer
configuration.

To configutkeMailTransfeAgentactions ithe WorkshaRslicy Designer

1.

Operthe Workshare Policy Dedig navigating to Start > All Programs > Workshare > Protect >
Workshare Policy Designer.
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2.

Type your administrative user name and password for the Workshare Protect Nietiverk appliance
UsernamandPassworfields.

3. dickOK
The default credential\dministratandWorksharel
Connect to sf1-1p-01.dev. net r>__(|
Connection Detailz
Ilzernarme; |.-’-'-.dmini3tratu::r |
Passward: |unnu"| |
[ ] Wark Offline
[ (] ] [ Cancel ]
It may take several seconds for the connectigidte
Connecting... [Z|
Attempting to connect to the server at 2f1-lp-01.deyv. net: 1080
65




4.

In the Policy Designer, delect New Policy Set > Mail Transfer. Agent

5. Alternatively, to open an existing NcyAgsledfile > Open Policy Set(s) > From Sereein
MTA policy and c@ik

B4 Policy Designer

[ Fe |
10

Edit  Tools  Windows  Help
|

Mew Policy Set

Open Policy Setis)

Recently Opened Policies

Mail Transfer Agent

Conneck to server. .,

Save
Save As..,
Save Al

Close

Publish
Unpublish

Delete

Language resource File

Exit:

Metwork Monitar

Ackive Cantent

Client Email

Client Removable Meadia

Metwork Content Discovery

Deskkop Content Discovery
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6.

Highlighthe Policy Set that displays in the left navigation pane.

B4 Policy Designer

Fle Edt Tooks Windows Help

New Policy Set X

Help | Select Policy language: English -

Policies Summary

Policy Set Explorer

Polioy Set name: | New Policy Set

This Poiicy St contains the fallaning Policies:

[ ENEAN 1|

| Description Auadit level

Save Policy Set | | Publish Policy Set

Status
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7.

Type a name for the policy Rotloy Set Naffiedd and clidlext

MTA Policy

g Help | Select Policy language:  English b

Policies Summary

Policy Set name: | MTA Policy

This Policy $et contains the following Policies:

ENEN T

[ Save Policy Set ] [ Publish Policy Set

| Desciiption Audt level
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8. Typea name for the policy irstimt Descriptioeid and long description for the policyliarthe
Descriptidield.

MTA Policy Set

Help | Select Policy language:  English

MTA

POLICY DETAILS

The fallowing descriptions will be dizplayed when the Policy is triggered.

Short Description:
MTa& Policy

Long Description:

This policy enforces the company-wide email policies outiined by HR

Block On Execution Ermor

9. From theevel of Auditidgppdown menu, selaaggered Only

Lewvel of Auditing: Triggered Onily “

MHaone
Triggered Only

Back ] [ Mext

10. CliciNext
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11. From theogidropdown menu, sefdfdDorORANDmMeans that every expression must be met for
the policy to be trigge@®@neans that only one of the expressions must be met for the policy to be

triggered.

MTA Policy Set

Condition

POLICY CONDITION SET

Active Expressions,

Help | Select Policy language:  English

Expression Details

: Logic: [anp -l

EXN The following deseriptions wil be displayed when the
selested Expression is tigaer=

ARND

Short Dieseiption:

Long Descriptian:

Risk Rating
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12. Clickddd

A Policy Set

English

Condition

POLICY CONDITION SET

Active Expressions: Expression Details

Logic:  AMD -

| ﬂ The following descriptions will be dizplaped when the
k selected Expression is tiggersd

4dd a new Expression -
ascription

Long Drescription:

Risk Rating:
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The Exprasns windoappears

]

Expressions

Select from the following Expreszsions:

file type  containg  w hraze  within o it of the file
cohtaing within of the file
containg at least fingerprints matching documents from
containg
cohtaing

i¢ pazzword pratected )
has

custam property is

File property has value v

< | [

Ok ][ Cancel l

13. Select an expression to add:
G File typeontaingiord or phraséthincontexof the file
G File typeontaingegular expresswithincontexof the file
G File typeontain$l criteridingerprints matching documentsdtegories
G File typeontain®ll type
G File typeontainkidden data
G File typis password protected
G File typbas document restriction level
G Custom propenigmehas valuiile property value
G File is in reposit@ositories
G File size is compagainst size Kb
G File type fide type
G Contains embedded email

14. CliclOK
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The expression displays under Policy Condition Set.

MTA Policy Set X

Help | Select Policy language: - English -

Condition

POLICY CONDITION SET

Active Expressions: Expression Details

The following descriptions wil be displayed when the:
selected Expression is riggered:

of the file

Short Description:

Long Description

Fiisk Fiating
| hedium v

15. Click the underlined elements of the expression to customize the element.
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16. In the right pane, type a short description for the expreShiort Deseriptiirid and longer
description for the expressionlionigeDescriptitid.

Exprezsion Detailz

The following descriptions will be dizplayed when the
zelected Expression iz tiggered:

Short Dezcription:
Prohibited content

Laong Description:

Content may contain prohibited content inchuding
obzcene language

Rizk Rating:

b edium W
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17. In the right pane, select a risk rating fRisktRatinyopdow menu.

Exprezzion Detailz

The following descriptions will be dizplayed when the
zelected Expression iz tiggered:

Short Description:
Prohibited content

Laong Description:

Content may contain prohibited content inchuding
obzcene language

Rizk Rating:

b edium W

18. Optionally repeat steps 10 through 16 to add additional expressions.

19. CliciNext
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20. Click thadd Action Sktk in the Blackberry or Mail server row.

MTA Policy Set.

Channels, Routings and Actions

[ <] DESTINATION ||

Erapino
Catch All'wWorklist

Blackbery

>

SOURCE

Catch allwWorklist — ~

Mail server

Add Action Set
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21. Inthe right pane, ciddto add the action that withlen if a message meets the expression(s)
specified.

er - Everone

&dd a new Ackion
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The Add Action pageea.

Add Action

ACTIONS

Type of Action: | =]

Action Mame: |F|F'ust Fegistered Email Action

Run Action an: | Client

[] &utomatically expand first item in list when tiggered

X)

Wwhen this action iz tiggered: | Abwayz execute [the uzer will be unable to uncheck it)

b

policy iz tiggered.

Select the properties for this Action. The values you chooze here affect what is presented to the user when the

Send Registered
Unmarked

Marme DefaultvYalue

(]

Dvarride “Wisible

Thiz action can anly be performed on the fallowing file wpes:

.email

0k l [ Cancel
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22. Select from tfgype of Actiomopdown menu, select of the following MTA actions:

23.

24,

25.

26.
27.

28.

G MTA Bounc8ends the message back to the $2oefenot send the message to the intended
recipients

G MTA Dropeletes the message

G MTA Quaranti@ends the message to a quarantine folder, where it can be viewed and additional

actions can be performed
G MTA Add Headadds a custom header tonEsage
G MTA NotifyNotifies the sender of a potential violation before sending the message

Add Action E3
ACTIONS
Type of Action: | RPost Registered Email v
. : RPost Beqistered Email
Action Mame: MTA Bounce
. ~|MTa Drop

Fiun Action o MTA Duarantine
MTA Add Header
FTA Miahfy

[] automatically expand first item in list when tiggered
When thiz action iz tiggered: | Always execute [the uzer will be unable to uncheck it) L

Select the properties faor thiz Action. The values you chooze here affect what is presented to the user when the
policy iz triggered.

Mame Defaultvalue = Cwerride Yisible
Send Registered
Unmarked O
Thiz action can only be perfformed on the following file wpes:
.email
(1] ] l Cancel

Optionally-rame the action in #otion Nanfesld

Optionally check the box nAxtomatically expand first item in list when triggtedx if you
want the first email attachment that triggers a policy shoMorlstibee Protdilog box to be
expanded.

Optionally check the box nExistares that all action checkboxes are stiiskerare triggerad
ensure that the action checkboxeseaked for each policy trigger

For MTA BouncenfigurtheAttach OriginairilandCC Recipiemistions

FoMTA Add Headenter the header name and header teitiMERdeader NaameMIME
Header Telktlds.

For MTA Notify, configurAtiiaeh OriginaM&il TO RecipientsixdCCRecipientsptions.

79



29.
30.

31.

ClicloK

To raise an incident when the policy is triggered, check th&aiserlagidenmd select the
worklist to assign it to in the worklist drop down menu.

MTA Policy Set

Channels, Routings and Actions

| 4] DESTINATION |»]

Everyone

Mail server - Everyone

Catch Al 'wWorklist v

Elackbeny

[

SOURCE

Catch All Worklist

[«

Mail server

To publish theipplananake it effective, cRalblishAlternately, to save the policy for publishing at
a later time, navigatEite > Save <policy set>

80



AdditionalMTA ConfiguationUsing PowerShell

This section providdist oPowershelbmmandto configure and mandgeMTA service.

Staringthe MTA

I Command
Start - MtaServer

9 Desription:
Starts the MTA server

9 Parameters:
G -Hostname: hostname or IP address of the M{@dpsensdy

G -Timeout: Web service timeout, in s¢optidaal)
1 Syntax:
StariMtaServdrHostname [<string>HTimeout [<double>]] [<CommonParameters>]

9 Example:
Start - MtaServer

Starts the MTA server

Restaihgthe MTA

I Cmdlet:
Restart - MtaServer

9 Description:
Restarts the MTA server

Parameters:
G -Hostname: hostnamiPaddress of the MTA s@ptional)

Syntax:
RestarMtaServdrHostname [<string>J{Timeout [<double>]] [<kCommonParameters>]

9 Example:
Restart - MtaServer

Restarts the MTA server
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Stopingthe MTA

9 Command
Stop - MtaServer

9 Desription:
Stopghe MTA servand prevengsnail sent to the MTA from being delivered

NoteUsing thisommanid not recommended because it prevents email sent to the MTA from
being delivered to the intended recipients.

I Parameters
G -Hostname: hostname addtess of the MTA s€pional)

G -Timeout: Web service timeout, in s€optidsal)
1 Syntax:
Stop-MtaServdrHostname [<string>}{Timeout [<double>]] [cCommonParameters>]

9 Example:
Stop - MtaServer

Stops the MTBarver

UpdatingMTA Settings

 Command
Update - MtaSettings

9 Description:
Provides configuration options to update the mail gateway and authorized addresses

NoteConfiguration changes using the-Mpafaéttingsommandre applied automatically when
the MTA is restarted. To apply the cinamgelsately, use &gplyNow farameter.

I Parameters:
G -ApplyNowapplies settings immedigtagional)
G -ProcessMaihables or disables inspection ¢dptiaihal)
G -MailGatewaymil gateway to forward outgoing rtrettired)

G -AuthorizedAddressathorized local network addresses thand&@MTP traffic toMTeA
(required)

G -ConnectionTimeout: MTA connection (iptonal)

G -dleTimeout: MTA idle tin{eptibnal)

G -MaxConnectionsaximum allowed MTA conne¢tiptisnal)

G -MinThreadsinimum threads allocated for MTA pro@assngl)

G -MaxThreadsaximum threads allocated for MTA praogptsingl)

G -Hostnamépstname or IP address of the MTAcgtivesl)

G -Timeout: Web service timeout, in sémutimsal)
1 Syntax:

UpdateMtaSettingsApplyNow [<bool>]HProcessMail [<bool>}MailGateway [<string>] [
AuthorizedAddresses [<string[}ephnectionTimeout [<int>[dileTimeo[gint>]] [ -
MaxConnections [<itjt[ -MinThreads [<int>]}iflaxThread<int>]] [-Hostname [<string>} [
Timeout [<double>]] [ckCommonParameters>]
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1 Example:

Update - MtaSettings - MailGateway gateway.example.com
- AuthorizedAddresses 10.1.0.1 - ApplyNow 1

Sets the outgoing mail gatévagdressid restrictacoming emailfrasingle IBddress
(10.1.0.1), and applies the settings imm@tistelyniigation ian examptd a deployment where
allemail is being forwarded from a single SMTP server.

ViewngMTA Settings

1 Command
Get - MtaSettings

9 Description:
DisplaysurrenMTA settings
Note If you wanbtchange MTA settings UptatdvitaSettings

I Parameters:
G -Hostname: hostname or IP address of the MT{dpsenad)y

G -Timeout: Web service timeout, in s€optidsal)
9 Syntax:
GetMtaSettingsHostname [string>]] fTimeout [<double>]] [ckCommonParameters>]

9 Example:
Get - MtaSettings

Displaythecurrent MTA settings

Viewng theNumber of Emaifsthe MTA Queue

9 Command
Get - MtaMailQueueStats

9 Description:
Displays the current number of emails in edaohtiye &UEA
Notefor detailed information about individual ergaits|tabtailQueuelL.ist

I Parameters:
G -Hostname: hostname or IP address of the My tsamadr

G -Timeout: Web service timeout, in sézptinisal)
9 Syntax:
GetMtaMailQueueSthtdstname [<string>]}Timeout [<double>]] [kCommonParameters>]

9 Example:
Get - MtaMailQueueStats

Displays the number of emails in each queue in the MTA
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Viewnga Listof Email Details the MTA Queue

7?Workshare

I Command
Get - MtaMailQueueList

9 Description:

Displaya listof emails in an MTAuwg) along with message ID, sender address, recipients),
subject

9 Parameters:
G -Queuemail queue to retrieve maitdisyfequired)
G -Hostname: hostname or IP address of the MT{dpsenad)y

G -Timeout: Web s timeout, in secofmjstional)
9 Syntax:

GetMtaMailQueuel-Queue {<InboundQueue> | <OutboundQueue> | <QuarantineQueue> |
<ErrorQueue> | <RelayDeniedQueue> | <AddressErrorQuétmsthfime [<string>){Timeout
[<double>]] [<ConmonPararrezs>]

9 Example:
Get - MtaMailQueueList - Queue QuarantineQueue

Displaysformatiombouemail in th@uarantineQueue
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Chapteb: Configuringingerprinting

This chapter provimkstruction®r configuritigeWorksharfngerprinting servid&ksharéingerprinting

is a cryptographic process that gives files and file contents an easily verifiable identity. For example, an intert
intellectual property document or even a paragra
regitered with the Workshare fingerprinting service, and it will always be recognized by Workshare Protect,
even if the word order is changed or the content is cut and pasted {bhanftigerfifeting analysis in

Workshare Protect can detect, defihprotect fingerprinted data in over 370 file types, regardless of

language, word order, letter case, or stop words.

Creating Content Repositories

72 Workshare

Wor kshareds f i ngteorgpositorytyjtesclgssify #ngewpiinte@ makeriat | ud e s

G Manalfor content that is manually added to the fingerprinting service

G File Shafer conterthat is discovered by a scan of a fil¢Hhiariature is not available for the
Beta SR2 release).

G Workshare Protect Network includes one default coteynnaapallanual Registration
This section provides instructions for adsitiogal Manual or File Share content repositories
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To create conteapositories for fingerprinting

1. Navigate telanagement FingerprintingGontent Repositaries

Account Settings Logout Help

Content Repositories

Manual Registration Manual Manual Registration Repository Edit ﬂ

Content Repositories
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2. CliclAdd Repository

3. Type a name in Bisplay Narfield.
4. Type a description irDtescriptidield.

5. From thRepository Tygrepdown menu, select eitfamuabrFie share(Fileshare is not available
in the Beta SR2 release.)
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